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Abstract
Information disclosure is a key concern for many organisations especially in the era of social media. Social
media allows for information disclosure to occur easily due to the ubiquitous usage of technology such as mobile
devices. Acceptable social media policies can be used by organisations and their employees to improve their
decision making behaviours as well as being used as a controlling mechanism to mitigate the issue of information
disclosure. Through a review of related research literature along with a content analysis of publicly available
Australian social media policies, this paper identifies a perceived gap pertaining to the issue of information
disclosure in current Australian social media use policies. To fill this gap, we have highlighted the key
components when developing an organisational social media policy. An evaluation criteria is also proposed by
the paper that organisations can use to assist in mitigating the information disclosure.
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INTRODUCTION
Social media employs mobile and web-based technologies to create highly interactive platforms which
individuals and communities share information, collaborate, discuss, facilitate and modify one or more media
rich functionalities (Kaplan and Haenlein 2010; Kietzmann et al. 2011 p. 241; Senadheera et al. 2011). With the
emerging developments in Web 2.0 applications like social media, organisations have adapted this technology to
improve their internal operations as well as to interact with customers, business partners and suppliers (Culnan et
al. 2010). When social media is used properly, it can offer a wide range of business advantages for both private
and government organisations such as improving competitive advantage, brand awareness, customer
relationships, online support, networking and information sharing. Conversely, there are a lot of risks and
challenges in terms of associating social media usage by employees.
Recent media reports have revealed that some organisations face incidents where employees inadvertently
disclose confidential information on social networking sites. The chief technologist and interim vice president of
engineering for HP’s cloud services business, accidently posted the 2011 strategic plans for HP’s cloud
computing, networking and storage services, shared management services on his LinkedIn page in advance of
the company’s official news release. This caused damage to the company’s reputation and could have given
advantages to their competitors (Braga 2011). A social media status update could contain a company secret or
information about an upcoming launch and these accidental disclosures by employees could potentially cause
havoc to the entire organisation. If the shared information is seen by an ordinary person who has no interest in
this regard, there is no harm but when it comes to a potential competitor of the company, then there is a potential
issue to consider. A careless or accidental use of social media could cause a wide range of negative impacts to an
organisation in terms of reputational harm, financial and productivity loss, erosion of competitive advantage,
potential lawsuits, legal penalties and malware risks (Colwill 2009; Gudaitis 2010; Young 2010).
Disclosure of organisational information can occur when information such as client confidential details,
competitively sensitive knowledge, corporate strategies, internal policies, production processes and profitability
are disclosed without permission to unauthorised parties (Anand and Rosen 2008). Disclosures can occur
deliberately by a disgruntled employee or inadvertently due to human error but the latter is potentially regarded
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as difficult to control (Hoecht and Trott 2006). Disclosures not only occur in social media but also through the
use of other technologies and traditional forms of communication such as face-to-face conversations, documents,
files, servers, printing facilities (Ahmad et al. 2005; CISCO 2008; Molok et al. 2011). However, social media is
the most powerful channel of disclosure when considered with other forms of communication channels due to a
larger potential social media audience. A conversation posted on social media could become available in the
public domain, indexed by Google and archived for some time or permanently accessible in a virtual space via a
search engine (Gudaitis 2010; Schneier 2009). Hence, the ubiquitous nature of social media could make it
difficult for users to draw a true boundary between their work and personal life and that leads them to share
personal and business information with a trusting attitude (Colwill 2009). As a result, organisations are
becoming increasingly concerned about the disclosure (accidental or deliberate) of information through social
media (Gaudin 2009; Wilson 2009).
When considering social media as an emerging technology, Schein (2010) believes that organisations could gain
more benefits by implementing flexible social media policies which consider the nature of the technology and
the employees’ behaviours; and through the creation of shared norms, meanings and assumptions that comprise
organisational culture. To date, little research has been done in the context of organisational social media policy
evaluation and there is a lack of understanding within organisations concerning how to develop a good social
media policy. Although, some organisations do have a social media policy in place, the issue of information
disclosure, risks and mitigation approaches have not been given much attention in these policies. This is the
main issue identified in this research. Hence, the authors believe that implementing acceptable social media use
policies is the foundation for controlling inadvertent disclosure through social media in a corporate environment.
This research in progress paper is motivated by an observed gap in the literature of social media policy
development and the issue of information disclosure. This paper aims to contribute to effective social media
policy development by proposing an evaluation criteria and a rating tool in order to assess and improve social
media policies effectiveness in organisations. The issue of information disclosure, security, target audience and
technology aspects are addressed in our evaluation criteria which are not previously addressed in other forms of
existing evaluation criteria. The next section describes a review of the related literature and the proposed
evaluation criteria. We present results of a content analysis of twenty Australia social media policies in order to
identify the gaps in the current organisation social media policies and the empirical analysis of the information
disclosure practices in the Australian context. Finally, the conclusion highlights the contributions of the paper
and areas for future research.

A REVIEW OF SOCIAL MEDIA POLICY LITERATURE
Organisations both large and small, government or private agencies have mechanisms to control the problem of
information disclosure in the form of technical controls, information security policies, security education,
training and awareness (Molok et al. 2010). Information systems literature emphasises the advantage of
information security policy and practices, awareness training and strategies as a possible solution to mitigate
disclosure. Many academic researchers recommend that the awareness of information leakage and its routes
could mitigate the issue of information disclosure (Straub et al. 2004; Workman and Gathegi 2007). Information
systems security management literature proposes that policy development is an effective controlling mechanism
compared to technical and legal control mechanisms (Bulgurcu et al. 2010; Theoharidou et al. 2005; Workman
and Gathegi 2007).
Organisations develop various types of policies to sufficiently address the organisational requirements for
employees (Howlett 2009; Moule and Giavara 1995). Mainly there are two types of policies commonly used
such as public policies and private policies (Hale 1988; Moule and Giavara 1995). Public policies are used
within government departments to signify actions in order to obtain certain results whereas private policies are
used by non-government organisations (Althaus et al. 2008). Since the organisations mostly depend on a wide
variety of technologies in the modern world, policies have become more comprehensive because the policy has
to cover every aspect of operational and strategic level activities (Doherty et al 2010). Therefore, the
comprehensiveness has led to the development of different policies within an organisation to specify guidelines
for different areas such as communication specific or technology specific policies.
Proliferation of social media has signified the need for the development of social media technology-specific
policies in organisations. In general, policy development lacks guidelines for social media and in most cases,
social media policies are tend to be comprehensive in nature. However, organisations could benefit by
implementing flexible social media policies considering the nature of the technology and the employees’
behaviours (Husin and Hanisch 2011a). Although there is a growing interest in the development of social media
policies, relatively few sets of criteria have been proposed for assessing social media policies. A review of the
academic and practitioners’ literature revealed some of the evaluating criteria in developing social media policies
in organisations (Doherty et al. 2011; Flynn and Kahn 2003; Hrdinová et al. 2010; Husin and Hanisch 2011a;
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Husin and Hanisch 2011b; Kruger et al. 2013). Although these methods have been developed to assist
organisations to improve the effectiveness of policy development, they have failed to address the issue of
information disclosure occurs via the channel of social media. Hence, it is necessary to identify the important
components of a social media policy in regards to the issue of information disclosure.
There are certain ways that organisations try to manage employee access using social media. Many organisations
restrict access to the Internet for non-work related purposes such as social media. Therefore, it is necessary to
mention the organisation’s status so that it is easier for the employees to understand the overall position of social
media in their organisation (Hrdinová et al. 2010; Husin and Hanisch 2011a; Husin and Hanisch 2011b; Kruger
et al. 2013; Scott and Jacka 2011). Flynn and Kahn (2003) emphasise that the issue of who has the authority to
post content on official organisational social media page and who is responsible for confirming and monitoring
its accuracy is imperative. Generally, acceptable use policies encompass an organisation’s position on how
employees are expected to use organisation resources, their responsibilities, restrictions on use for personal
interests and consequences for breaching the policies (Hrdinová et al. 2010; Husin and Hanisch 2011a; Kaganer
and Vaast 2010; Kruger et al. 2013; Scott and Jacka 2011; Von Solms and Von Solms 2004). Simultaneously, a
social media policy needs to be cross referenced and supported by other relevant policies, standards, country’s
legislations and regulations (Höne and Eloff 2002; Husin and Hanisch 2011b). According to Husin and Hanisch
(2011a), training is regarded as compulsory to create awareness among the employees as well as to maintain
standardisation in the policy document.
Flynn (2009) suggests that when developing policies for communication channels, it is necessary to provide
rules in order to control the content to mitigate the risks to an organisation. For example, employees may
inadvertently post personally identifiable or confidential information on social media which could negatively
impact the organisation. This is a key concern that needs to be addressed in a social media policy (Flynn and
Kahn 2003; Hrdinová et al. 2010; Husin and Hanisch 2011a; Husin and Hanisch 2011b; Kaganer and Vaast
2010; Scott and Jacka 2011). Some authors claim that a social media policy should be protected against the
existing laws and regulations such as copyright, privacy and standard disclaimers for public records (Earp et al.
2002; Flynn and Kahn 2003; Grensing-Pophal 2010; Hrdinová et al. 2010; Husin and Hanisch 2011a; Kruger et
al. 2013; Xu et al. 2010).
In an organisation, there are various stakeholders involve in numerous ways and therefore, addressing the
guidelines to the relevant audience is vitally important to an effective social media strategy (Althaus et al. 2008;
Husin and Hanisch 2011a; Husin and Hanisch 2011b; Kruger et al. 2013; Scott and Jacka 2011; Von Solms and
Von Solms 2004). Another significant concern is that many social media policies often do not highlight the
various devices that can be used to access social media channels, platforms and tools within each channel that
will be used by the employees. It is regarded important because each platform is different in terms of the
functionality and the purpose of use (Kaganer and Vaast 2010; Husin and Hanisch 2011a; Husin and Hanisch
2011b; Scott and Jacka 2011). Considering the critical components identified from the literature review, an
evaluation criteria was thus generated as a method of developing effective social media policies in organisations.
The components of the criteria are explained in the next section.

EVALUATION CRITERIA
In this study, we define the term “evaluation criteria” as an approach of evaluating the degree to which policies
are able to meet objectives through comparison of their strengths and weaknesses. The evaluation criteria were
developed as a framework to allow researchers, practitioners and professionals to develop effective social media
policies for their organisations, especially in addressing the issue of organisational information disclosure. Policy
makers could assess their current social media policies and identify what characteristics have not been addressed
using the criteria in order to help organisations to develop or improve their social media policies. As shown in
Table 1, the authors have developed the following six categories in reference to academic and practitioners’
observations specifically drawing much attention to the issue of information disclosure. The components of the
evaluation criteria were chosen based on their applicability and importance within a policy.
Table 1. The Evalutation Criteria
Evaluation
component
1. Officialdom

Description
-

Define the overall position or official status on
social media use,
Establish boundaries on employee access for
professional use, official use and personal use,

References
Flynn and Kahn 2003;
Hrdinová et al. 2010;
Husin and Hanisch
2011a; Husin and
Hanisch
2011b;
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2. Acceptable use and
consequences

-

Monitor social media activities of the employees,
Give permission to authorised employees to post
content.

Kruger et al. 2013;
Scott and Jacka 2011.

-

Define the employee conduct on how employees
are expected to use organisation resources and their
responsibilities,
The consequences of inappropriate conduct,
Cross reference with other relevant policies. For
example: the code of conduct,
Provide training to create awareness among the
employees.

Höne and Eloff 2002;
Hrdinová et al. 2010;
Husin and Hanisch
2011a; Husin and
Hanisch
2011b;
Kaganer and Vaast
2010; Kruger et al.
2013; Scott and Jacka
2011; Von Solms and
Von Solms 2004.

Define the inadvertent posting of personally
identifiable or confidential information,
Provide relevant guidelines to control the content to
mitigate the risks of information disclosure.

Flynn and Kahn 2003;
Flynn 2009; Hrdinová
et al. 2010; Husin and
Hanisch 2011a; Husin
and Hanisch 2011b;
Kaganer and Vaast
2010; Scott and Jacka,
2011.

-

3. Information
disclosure
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-

4. Legal and privacy
issues

-

Define the existing laws and regulations,
Provide relevant privacy issues,
Use a standard disclaimer when engaging in social
media activities.

Earp et al. 2002; Flynn
and
Kahn
2003;
Grensing-Pophal
2010; Hrdinová et al.
2010;
Husin
and
Hanisch
2011a;
Kruger et al. 2013; Xu
et al. 2010.

5. Target audience

-

Define the related target audience,
Provide the expected level of engagement or
responsibilities for the specific audience.

Althaus et al. 2008;
Husin and Hanisch
2011a; Husin and
Hanisch
2011b;
Kruger et al. 2013;
Scott and Jacka 2011;
Von Solms and Von
Solms 2004

6. Relevant use of
technology channel

-

Define the detailed guidelines on how to access
different social media channels, platforms and tools
such as Facebook, Twitter, LinkedIn, YouTube,
Yammer & Intranet, Blogs & Personal sites and
Devices.

Kaganer and Vaast
2010;
Husin
and
Hanisch 2011a; Husin
and Hanisch 2011b;
Scott and Jacka 2011.

The evaluation criteria were used to analyse the effectiveness of twenty publicly available Australian social
media policies. In this study the content analysis method was used to evaluate the qualitative aspects of the
social media policies. As for this study, the samples were chosen randomly and the four sample groups were
selected. These were Australian Federal Government, Australian State Government, Australian Universities and
Australian Stock Exchange (Top 100 companies). The reason for choosing these four different samples was to
explore the variation of social media policies for different industry sectors. For each of this sample, five
organisations were chosen at random and the social media policy documents were obtained from the
organisational website. The following section presents the results of the content analysis and criteria evaluation.
We have applied a basic 6 points rating system to rank each component within the policies. Each component is
given a maximum of 1 point depending on the level of information supplied and the relevancy in the policy. For
example, Officialdom is consisted of four elements. If the policy has addressed all the four elements, then the
awarded grade is equivalent to 1 point. If a policy has addressed only three elements, then the awarded grade is
0.75. If the overall grade is higher than 4 points, it can be considered as a policy with a satisfactory coverage.
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RESEARCH RESULTS
Australian Federal Government Social Media Policy Analysis
Out of the five federal government social media policies (see Table 2), the majority of the documents clarified
the degree of official, professional and personal usage of social media by the employees. The Department of
Finance and Deregulation allows personal use of social media only for incidental to formal duties whereas the
Department of Agriculture, Fisheries and Forestry approves only the social media channels that do not pose a
technical threat to the organisation. Hence, access to audio and video sharing websites are restricted. Further
they have emphasised that staff must not use their official departmental account, email address or other
departmental title, contact details for any unofficial use. As long as the staff member does not make any
reference to the Australian National Botanical Gardens, the policy does not apply to its employees. Most of the
federal government departments in the sample monitor the access to social media channels for reasonable use
except for the National Library of Australia. Only the Department of Finance and Deregulation has considered
the relevant technology channel with proper guidelines on how to use each platform. Information disclosure is
only partially explained including the types of information that cannot be disclosed to the public in the social
media policy of the Department of Finance and Deregulation. Although the five policies in the sample emphasise
that the employees should not reveal confidential information, the guidelines need to be expanded.
Table 2. Evalutation of the Australian Federal Government Social Media Policies

Australian State Government Social Media Policy Analysis
The state government social media policies have covered the aspects of how to differentiate the official and
personal usage of social media (see Table 3). The New South Wales (NSW) Police Force has two different social
media policy documents for official and personal usage. However, the Victoria (Vic) Department of Health’s
guidelines do not apply to staff members’ personal use of social media platforms where they make no reference
to the Victorian Government, the Department of Health, its staff, policies and services, business partners,
suppliers or other stakeholders. Also, it denotes that public servants can write and contribute to personal social
media in their own time using their own resources. The relevant use of technology channel is not discussed
properly in any of the policies except for the NSW Police Force and the Department of Human Services in
Victoria where the policies have given details on how to use Facebook, Twitter, LinkedIn, Intranet and other
personal devices. The Vic Department of Health has provided separate guidelines for different staff members
who participate in social media. The majority of the policies have specified the importance of keeping
confidential information safely but the ways on how to deal with the issue is lacking. NSW Police Force has
provided examples on how information disclosure can happen deliberately or inadvertently and that seems to be
a better procedure in highlighting this issue to the social media users.
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Table 3. Evalutation of the Australian State Government Social Media Policies

Australian Universities Social Media Policy Analysis
The majority of the university social media policies have established a boundary between personal and official
use of social media (see Table 4). In most cases, the policy is not applicable for personal use of social media
channels as long as the staff makes no reference to university matters. Compared to other policies, Monash
University has few social media policies applicable for different set of users. However, the policy is applicable
for personal purposes where a staff member can be identified as a Monash employee only. In contrast,
University of Western Australia’s policy mainly focuses on clarifying boundaries for private identity. The
Monash University social media policy has mentioned the fact that it covers the use of social media by any
means such as computer, tablet, mobile phone or any handheld device. All the five universities in the sample
have discussed the importance of maintaining sensitive and confidential university information. Nevertheless,
the guidance provided on how to mitigate information disclosure through social media is lacking. The
University of Newcastle and the University of Melbourne have given instructions on how to use different social
media platforms such as Facebook and Twitter.
Table 4. Evalutation of the Australian Universities Social Media Policies

Australian Stock Exchange 100 (ASX100) Social Media Policy Analysis
Out of the five company examples of ASX100 (see Table 5), JB Hi-Fi and Coca Cola Amatil did not explicitly
set the boundaries for official, professional and personal use of social media. The Telstra policy applies for
personal use only if a person is discussing Telstra or Telstra related issue in his/her personal use of social media.
Conversely, the NAB social media policy is mainly focused on personal use. On the other hand, JB Hi-Fi policy
does not allow the use of social networking during work hours. The target audience and the relevant use of
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technology channel are not presented in these policies. Information disclosure is hardly mentioned by any of the
guidelines. However, Telstra and NAB policies have given examples of the types of confidential information
that cannot be disclosed to the public.
Table 5. Evalutation of the ASX100 Social Media Policies

SUMMARY OF THE EVALUATION
Overall, the Department of Human Services in Victoria has received the highest rate among the social media
policies while receiving 5 points with a satisfactory coverage of most of the aspects that we have identified
followed by the Monash University with 4.75 points, the Department of Agriculture, Fisheries and Forestry with
4.5 points and the Deakin University with 4.5 points. In contrast, Department of Justice in Victoria received the
lowest score of 1.25 points.
From the analysis, it is evident that most of the organisations in the sample address the components for
officialdom, acceptable use and consequences, legal and privacy issues. A number of organisations have
differentiated the boundaries between personal, professional and official use of social media. NSW Police Force
is the only organisation with two separate policy documents for staff’s personal and official use of social media.
Some organisations state that the staff should use their real name and identify themselves as staff members when
using social media in a personal capacity whereas others state that staff must not use their official departmental
account, email address or other departmental details for any unofficial use. One of the key observations in the
social media policy analysis is that the policy applies only if a person mentions the organisation’s name or
makes references to related issues of the organisation in his/her personal use of social media.
Target audience and the relevant use of technology channel are the least addressed aspects in the social media
policies in the sample. The Monash University has three social media policy documents for different audiences.
Some of the social media policies have given specific guidelines for different stakeholders. Only the NSW
Police Force and the Monash University have covered the use of social media by any means including
computers, tablets, mobile phones or handheld devices. The issue of information disclosure which is the main
focus on this study has not been addressed properly in any of the social media policies except for the NSW
Police Force. The NSW Police Force has given examples on topics where information disclosure can happen
inadvertently or deliberately. Most of the other policies have mentioned that employees must not comment on or
disclose information but do not provide proper guidance on how to mitigate the disclosure of information. As a
whole, there is a gap in the social media policies in relation to the issue of information disclosure.

CONCLUSION AND FUTURE RESEARCH
The emergence of social media usage in organisations and the increased demand of technology devices have
indicated the need for sophisticated social media policies to be implemented by the management to provide
guidelines for both the organisation and its employees. Policy makers have recognised the need for improved
social media policies to protect confidential and sensitive information being disclosed to unauthorised parties by
employees. Findings from this research indicate that traditional policy development components are not
appropriate for social media policy development pertaining to the issue of information disclosure. Despite the
fact that there are social media policies in place, our empirical analysis provides evidence that the majority of the
policies from four different sectors in Australia do not satisfactorily address the necessary components to assist
organisations in social media policy development. We emphasise the need for understanding the risk associated
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in the organisational information disclosure and the need to address this global phenomena appropriately in
social media policies. Although social media policy development has been increasing in organisations,
relatively few sets of criteria have been proposed for evaluating social media policies. Our proposed evaluation
criteria can be adapted as a guiding tool to enhance social media policies, specifically to address the issue of
information disclosure.
Furthermore, considering the rapid changes occur in social media technologies, it is necessary to update the
social media policies as an ongoing process. Hence, the analysis of the social media policies have to be evaluated
from time to time in order to observe the effectiveness because during the time this analysis was conducted,
there have been many changes and alterations even in the policies that we primarily analysed. Also, there will be
more components that can be applied to the evaluation criteria. Therefore, our criteria is a preliminary
investigation and an ongoing research to test the criteria in practice. Hence, as a next step, we aim to develop a
framework towards assisting organisations to develop social media policies by addressing the issue of
information disclosure considering the significant components identified in this preliminary analysis. Further
research is needed in order to provide more comprehensive guidelines in social media policy development in
controlling the information disclosure.
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