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ARTICLE INFO ABSTRACT

Keywords: Vehicular Ad-hoc NETworks (VANETS) enable cooperative behaviors in vehicular environments and are seen as
VANI?TS an integral component of Intelligent Transportation Systems (ITSs). The security of VANETs is crucial for their
Security successful deployment and widespread adoption. A critical aspect of preserving the security and privacy of
Authentication

VANETs is the efficient revocation of the ability of misbehaving or malicious vehicles to participate in the
network. This is usually achieved by revoking the validity of the digital certificates of the offending nodes and by
maintaining and distributing an accurate Certificate Revocation List (CRL). The immediate revocation of mis-
behaving vehicles is of prime importance for the safety of other vehicles and users. In this paper, we present a
decentralized revocation approach based on Shamir’s secret sharing to revoke misbehaving vehicles with very low
delays. Besides enhancing VANETS’ security, our proposed protocol limits the size of the revocation list to the
number of the revoked vehicles. Consequently, the authentication process is more efficient, and the communi-
cation overhead is reduced. We experimentally evaluate our protocol to demonstrate that it provides a reliable
solution to the scalability, efficiency and security of VANETs.

Public key infrastructure
Decentralized revocation

1. Introduction

Vehicular Ad-hoc NETworks (VANETSs) are seen as a fundamental
component of Intelligent Transportation Systems (ITSs) and connect vehi-
cles through wireless communication technologies. The main objective of
the ITS is to improve the safety and comfort of drivers and passengers. As a
crucial part of the ITS, VANETs allow vehicles to communicate with other
vehicles and roadside infrastructures. In terms of communication, both
Vehicle-to-Vehicle (V2V) communication and Vehicle-to-Infrastructure
(V2I) communication are envisaged, and Fig. 1 depicts a typical VANET
architecture with On-Board Units (OBUs) in vehicles broadcasting safety
and traffic-related information. The wireless communication between ve-
hicles or between the vehicle and the infrastructure is vulnerable to several
security attacks, and a fundamental requirement for mitigating such attacks
and securing VANETSs is the authentication of vehicles before allowing them
to participate in the VANET. Public Key Infrastructure (PKI) based
authentication is the most viable mechanism for securing VANETSs. It can
meet most of VANETS’ security requirements. However, the PKI is unable to
provide specific security requirements, such as location privacy, efficient
authentication, and distributed and fair revocation [1]. A critical aspect of
PKI-based authentication schemes is the efficient revocation of certificates
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issued to misbehaving or malicious vehicles in order to exclude them from
the network. Traditionally, PKI schemes rely on the use of a centralized
Certificate Revocation List (CRL) for checking the currency of a certificate
and by associating the legitimacy of a vehicle.

In traditional PKI-based authentication, if an Road Side Unit (RSU) or
vehicle detects any misbehaving or malicious vehicle(s), it will report the
incident to the Central Authority (CA). After confirming liability through
investigation, the CA will add all certificates of the revoked vehicle into
the CRL. Therefore, the CA is solely responsible for adding certificate
information of the revoked vehicle to the CRL. The CA then broadcasts
the updated CRL to the RSUs and vehicles.

Centralized revocation involves considerable time delay caused by
reporting, investigation and updating of the CRL with thousands of certifi-
cates and then finally broadcasting a CRL of enormous size. This centralized
way of updating and broadcasting the CRL makes the revocation procedure
inefficient. In practice, the revocation of misbehaving vehicles should take
place as fast as possible to prevent these vehicles from participating in the
network and jeopardizing the safety of other vehicles.

One practical solution to this problem is decentralized revocation. In the
decentralized revocation, the vehicles are capable of revoking any malicious
or misbehaving vehicles within their communication range. This can be
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Fig. 1. VANETs architecture.
achieved through a consensus based, on a secure voting procedure.

The vehicles within the communication range of a misbehaving or ma-
licious vehicle are regarded as neighbour vehicles. One or more neighbour
vehicles can initiate a voting procedure to confirm the revocation of the
malicious vehicle. If a threshold of required votes is met, all certificates of
the malicious vehicle are added to the CRL. This restricts the ability of a
malicious vehicle to send or receive information immediately.

Decentralized revocation is more efficient as the vehicles do not need
to wait for a CA to take action, and they can preserve their privacy and
network security by revoking the privileges of a malicious vehicle
straightaway. This prevents misbehaving vehicles from continuing to
exploit the network until the CA updates and broadcasts the CRL as in the
centralized revocation.

In traditional PKI-based authentication, each vehicle is assigned
thousands of certificates and corresponding public-private keys by the
CA. The network scale of VANET: is expected to be very large. Whenever
a vehicle is revoked, thousands of its certificates will be added to the CRL
by the CA. Hence, the size of the CRL is expected to be enormous. Based
on the Dedicated Short-Range Communications (DSRC) standard, each
vehicle is required to broadcast a message every 300 ms. These messages
include the vehicle’s current position, speed, and other telemetry infor-
mation. In such a scenario, vehicles will receive a large number of signed
messages every 300 ms.

The receiving vehicles will have to verify each message before pro-
cessing it. The verification process includes making sure that the sending
vehicle is not revoked by the CA. To do so, the receiving vehicle will
match the certificate in the message with those in the CRL. This checking
process is expected to be time-consuming due to the enormous amount of
entries in the CRL. The ability for each vehicle to check the CRL and
verify the sender’s signatures on the received messages in a timely
manner forms an inevitable challenge for the PKI. Other than the CRL
check delay, the distribution of fairly sized CRLs is prone to have long
delays. Also, during the early deployment of VANETS, it is expected that
RSUs will be sporadically distributed in the network. This will also be
unfavorable for the efficient dissemination of an updated CRL.

We address the above-mentioned issues related to efficient certificate
revocation in this paper. We limit the size of the CRL to the number of the
revoked vehicles, i.e., O(n) with a single entry for each revoked vehicle.
The significant reduction in the size of CRL in return reduces the CRL
processing time. The receiving vehicles will be able to verify messages
quickly. The CRL is updated and distributed locally by the vehicles;
therefore, the dissemination of CRL over the network is more effective.

This paper makes the following contributions:

1. We propose a provably secure and efficient revocation protocol. The
proposed Efficient Decentralized Revocation Protocol (EDRP) enables
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decentralized revocation in a secure and effective way. We address
the security, scalability and efficiency issues of a PKI-based solution
through this novel protocol.

. The EDRP makes certificates of a vehicle linkable if it is revoked. All
certificates of revoked vehicles are linkable through a linking public
key. The CRL, therefore, has a single linking public key value against
each vehicle, resulting in a reduced linear complexity and size of the
CRL.

. The EDRP makes the revocation procedure decentralized. The vehi-
cles with secret shares from the CA can vote to revoke a misbehaving
vehicle. The revocation does not involve the CA or RSUs. Also, the
CRL is locally disseminated by vehicles. The EDRP not only improves
the security of users but also significantly reduces the communication
and computational overhead for VANETs.

In order to clarify the scope of this work, we state that this protocol is
designed to revoke any misbehaving or malicious vehicle in a decen-
tralized manner through a voting procedure. Regarding the voting pro-
cedure, we assume that the majority of the voting vehicles are honest and
the malicious behaviors can be detected with simple statistics. So we do
not consider the details of the malicious node detection system. Instead,
we focus on the immediate revocation of a faulty node or the adversary.
We refer to some examples of the malicious or misbehaving node
detection systems in Refs. [2-4].

The rest of this paper is organized as follows: Section 2 lists the
related work where we identify the research gaps. Section 3 introduces
the system architecture and our design goals. Section 4 briefly lists the
preliminary knowledge of secret sharing and elliptic curves, before Sec-
tion 5 proposes the detailed protocol of EDRP. The security analysis is in
Section 6. And the experimental studies are in Section 7. Finally, Section
8 concludes this paper.

2. Related work

In the literature, researchers adopted diverse approaches to provide
security and privacy in VANETs. Group signature-based schemes [5-7]
allow vehicles in a group to communicate anonymously as group mem-
bers. Only the group manager is privileged to identify a vehicle if it be-
haves maliciously.

This keeps conditional anonymity in the system. The size of the CRL is
linear to the revoked vehicles, but the CRL checking operation consists of
two pairing operations. This adds significant computational overhead
resulting in long delays and further leading high message loss [8].

J. Shao et al. in Ref. [9] proposed a group signature-based threshold
anonymous authentication protocol. The protocol allows the disclosure
of the identity of a vehicle that generates two different signatures on the
same message. Each vehicle gets a group certificate from the RSU to
communicate as an anonymous group member. As the RSU is checking
the CRL before assigning a group certificate, therefore, each OBU needs
not to retrieve the CRL from the Trusted Authority (TA).

The protocol proposed by J. Shao et al. will suffer from delays in
processing group certificate requests by enormous vehicles in dense
traffic. The protocol also applies the requirement for evenly distributed
RSUs to protect the privacy of users.

Group signatures achieve a certain level of security and privacy but
pose challenges, such as group manager selection, dynamic group man-
agement, and high dependency on infrastructure still prevails [10,11].

Pseudonym-based authentication schemes [12-15] use pseudonyms to
protect the identity privacy of users and do not suffer the above-mentioned
limitations. The pseudonyms are either preloaded in Temper Proof Device
(TPD), assigned by RSUs, or generated by OBUs themselves.

D. Huang et al. in Refs. [16] proposed a computationally efficient
pseudonym generation scheme in which vehicles generate pseudonyms
by themselves. However, the high speed of vehicles obstruct the dynamic
re-computation of pseudonyms.

U. Rajput et al. in Refs. [13] introduced a hierarchy of pseudonyms to
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protect the anonymity of the users. The primary pseudonyms are
generated by the TA and assigned to a vehicle on registration, Whereas
secondary pseudonyms (short term) are issued by RSUs on request. On
each secondary pseudonym request, the RSU involves the TA for verifi-
cation of the legitimacy of a vehicle which adds extra communication
cost and significant computational overhead on the TA, although the
revocation check is efficient due to the lesser amount of primary pseu-
donyms. Furthermore, in case of the unavailability of an RSU, the vehicle
has to use a secondary pseudonym for a longer period, therefore
threatening users’ privacy.

Later, U. Rajput et al. [14] proposed a hybrid approach to elevate the
burden of pseudonym generation from the TA and the dependency on
RSUs. The new scheme manipulates useful features of both the
pseudonym-based and group signature-based approaches. The authors
introduced a region-based CA, which is responsible for the generation,
verification and management of pseudonyms. The pseudonym-based
authentication schemes remarkably accelerate message authentication;
however, the CRL check process causes a high message loss ratio due to
the enormous amount of pseudonyms [17].

Identity-Based Signature Verification (IBSV) schemes [18-20] utilize
identity information of the user to generate public-private keys. IBVS
schemes in the literature mostly integrate pseudonyms which ensures
conditional anonymity along with integrity and confidentiality of mes-
sages. N. W. Lo [20] proposed an IBVS scheme with batch verification.
Batch authentication allows the verification of many messages simulta-
neously but always come with re-batch overhead if there is an invalid
message or request in the batch. The authors introduced the trusted third
party, which assigns a master private key and a public key to the
requesting vehicle. The scheme requires preloaded short-term pseudo-i-
dentities and private keys, which poses significant storage and CRL
checking overhead.

Researchers also explored the Hash Message Authentication Code
(HMAC) as a solution to the CRL check [17,21-23]. X. Zhu et al. [23]
utilized both group signatures and pseudonyms to reduce the overhead of
the CRL checking process. They used HMAC to replace the CRL checking
and introduced cooperative authentication among vehicles.

Another recent approach based on HMAC was proposed by S. Jiang
et al. [17], where different domains are considered to apply group
key-based communication. On joining the new domain, RSUs authenti-
cate vehicles by calculating the HMAC instead of checking the CRL. The
protocol allows batch verification and removes the CRL check process;
therefore, the message loss ratio is reduced significantly as compared
with schemes in Refs. [16,18,21].

PKI-based authentication schemes for VANETs do not suffer from key
escrow or group management constraints like in IBVS and group-based
authentication schemes. These schemes apply digital signatures using
mostly asymmetric cryptography to ensure data authentication and non-
repudiation.

For user authentication, the CA generates thousands of certificates for
each user to bind the user public key to its identity. These certificates can
not reveal the real identity of the user; therefore, they are anonymous. If a
vehicle is revoked, all of its certificates are added to the CRL, which is
checked before user authentication or message verification. Researchers
claimed PKI as the most viable, comprehensive and promising solution
for VANETS’ privacy and security [21,24,25].

In PKI-based VANETS, the authentication of messages includes, first,
checking CRL to find if the sender’s certificate is revoked, and then
verifying the certificate. Vehicles are assigned around 10,000 to 30,000
certificates to protect the privacy of the user. Fewer certificates force the
user to use a certificate for a long period of time which can lead to privacy
leakage. Therefore, the PKI enforces a large number of certificates to
protect user’s privacy.

The scale of VANETSs is expected to be very large due to day by day
increase in different types of vehicles on roads. According to data from
the US Bureau of Transportation Statistics [26], there were approxi-
mately 537 million vehicles in the United States in 2016. Therefore, the
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size of the CRL is expected to be reasonably large.

The authentication schemes based on traditional PKIs as in Ref. [27] are
inadequate for time-critical safety applications offered by VANETs. VANETSs
based on WAVE standard requires requests and messages to be authenti-
cated and verified in less than a few 100 ms, whereas future communication
technology based on 5G will require a delay of less than 1 ms.

The authors in Refs. [28-31] adopted different strategies to deal with
the CRL check overhead. Studer et al. [28] introduced a hierarchical
system model consisting of a TA and regional authorities. Group signa-
tures are applied to manage groups under different regional authorities.
Vehicles sign their certificates, using the group key to update their cer-
tificates which are valid for a specific region. Regional authorities verify
the group signature of vehicles and check the CRL before authentication.
Each vehicle has to wait for a few seconds before being authenticated by
the regional authority. It is unable to send messages when it reaches a
new region until the regional authority authenticates the vehicle.

P. Papadimitratos et al. [29] distributes CRL as small pieces in the
network. Haas et al. [30] broadcast just a single secret key into the
network, and vehicles generate all certificates of the revoked vehicle
using that secret key. Laber et al. [31] utilized V2V communication to
disseminate CRL in the network.

A. Wasef et al. [21] used the HMAC to replace the CRL checking
process in VANETs. The proposed system model is based on a PKI system,
where each OBU is preloaded with certificates, secret keys, and corre-
sponding public keys. The secret keys are used to calculate HMAC of a
message and are shared among the non-revoked vehicles. In case of key
compromise, the OBUs can update keys corresponding to the compro-
mised keys. The message loss ratio is significantly less than the linear and
binary search. The protocol achieves an average authentication delay of
710 ms when 200 vehicles are in the communication range.

The authentication schemes we have discussed so far deals with
mandatory security and privacy-related issues in VANETs. One of the
major security and privacy concerns left behind is raised in a situation
when any misbehaving or malicious user gets enough time span to abuse
the network until it is revoked by CA. VANETs pose real-time re-
quirements not only for user authentication and message verification but
also for the revocation. This inevitable problem grabbed the attention of
just a few authors [32-34] so far.

Raya et al. [32] introduced a node eviction scheme consisting of two
components, localized Misbehavior Detection System (MDS) and Local
Eviction of Attackers by Voting Evaluators (LEAVE). These components
make the misbehaving node secluded by neighboring vehicles until the
CA issues a centralized revocation for the vehicle. LEAVE allows vehicles
to detect an attacker or malicious user in the neighborhood, and the
outcome can also be served as an input to MDS.

The Raya et al. scheme also reduced both the CRL checking time and
the size of CRL by using Bloom filters. However, according to the prob-
abilistic nature of Bloom filters, there are chances of innocent vehicles to
be revoked as well. Additional computational overhead is involved as
each vehicle has to update the Bloom filter on receiving revocation in-
formation of newly revoked vehicles from RSUs. Raya et al. [33]
employed a game theory method to model the localized certificate
revocation process.

An Efficient Decentralized Revocation (EDR) protocol is proposed in
Ref. [34]. The Authors used a pairing-based threshold scheme to revoke
any malicious certificate in a decentralized manner. The revoked certif-
icate is disseminated in the neighborhood so that legitimate vehicles do
not accept messages containing a revoked certificate. The protocol only
revokes a single certificate from the malicious user. If the vehicle changes
the certificate, it can again pretend as a legitimate vehicle.

There are many different studies that aim to reduce the computational
and communication complexities related to the CRL [21,29,30]. How-
ever, they do not address the security and privacy challenges of a
centralized revocation system. There are very few approaches to efficient
revocation where neighboring vehicles are capable of revoking a mis-
behaving or malicious vehicle [32,34]. These schemes are capable of
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revoking a single certificate of a vehicle. If the vehicle changes its cer-
tificate, again it is able to threaten the security of the network and the
privacy of users. Our scheme not only addresses the complex issues
related to CRL management but also achieves higher security and privacy
levels through a decentralized revocation.

3. System architecture and design goals
3.1. System architecture
We consider VANETs architecture based on the following three entities:

e CA: We assume the CA as a fully trusted authority having sufficient
storage and computational capabilities. It generates cryptographic
materials for each vehicle. The CA can uniquely identify a vehicle on
the basis of vehicle model number, user identity, etc. It has secured
connection with RSUs; therefore, it can pass on secret information to
RSUs and vice versa.

RSUs: The RSU authenticates the OBUs to legitimately receive safety
and value-added services on entering its domain. RSUs are equipped
with a device embedded with a wireless communication module
based on the IEEE 802.11p standard. RSUs communicate with OBUs
through wireless insecure connection whereas connecting to the CA
securely through a wired connection. Hence the RSU can send and
receive the updated CRL to and from the CA securely. The RSU plays
no active role in the revocation process as the revocation procedure is
totally decentralized.

OBUs: The OBU is responsible for broadcasting safety and traffic
management related information periodically. OBUs support the IEEE
802.11p standard for communication. The CA assigns a secret share to
each vehicle which enables the vehicle to participate in the voting
procedure. The OBU has a Temper Proof Device (TPD) which securely
stores the vehicle’s certificates and secret share.

3.2. Our design goals

1. Enhancing Security of VANETs: Conventionally, the PKI-based
authentication depends on a centralized revocation system. The CA
is a single authority entitled to revoke a malicious user. When any
malicious vehicle is revoked, the CA adds all of its certificates to CRL
and broadcasts the updated CRL. The malicious user keeps on abusing
the network until the updated CRL is disseminated to all entities in
the network. This delay makes other users’ security and privacy at a
high risk.

The EDPR allows immediate revocation of misbehaving or malicious
vehicles. The updated CRL is instantly disseminated to the neighborhood
vehicles in a local manner. Neighborhood vehicles then stop processing
messages from the revoked vehicle. This restricts the revoked vehicle to
continue exploiting the network, hence, enhancing the security and
privacy of users in the VANETS.

2. Reducing communication overhead: The scalability of VANETSs is al-
ways challenging for the PKI-based authentication system. Thousands
of certificates of each revoked vehicle will immensely increase the
size of CRL. The huge size of the CRL will add significant communi-
cation overhead for the network. In our proposed protocol, the large-
sized CRL is replaced with a linearly sized CRL. No matter how many
certificates a revoked vehicle owns, the CRL will have a single linking
public key for that revoked vehicle. This will significantly reduce the
communication overhead and makes the PKI feasible for a scalable
VANET system.

3. Improving authentication efficiency: Normally, to find the authen-
ticity of an authentication request, the authenticating entity (vehicle
or RSU) checks the CRL. If the certificate attached with a message
exists in the CRL, the message is discarded; otherwise, it is processed.
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Table 1
Notations.
Notations Descriptions
|| Message Concatenation
N The vehicle n
Pub,/Pr, Public and private key pair of vehicle n
G A large prime number
S hares K shares distributed by CA
K Minimum number of shares required for revocation
SrT, Unique secret generated by CA for vehicle n

S The secret share of CA

CN The certificate number

pubL,/prL, Public and Private linking keys of vehicle n
EnPubL, Encrypted public linking key of vehicle n
Cert, The certificate that belongs to vehicle n

TS The current time stamp

M The message

M, The revocation message

Sign Signature of vehicle n

The efficiency of authentication, therefore, heavily depends on the
CRL checking process.

The conventional CRL is expected to have innumerable certificates. The
CRL checking process consequently causes an extra delay for the authen-
tication of requests. In the EDRP, the entries in the CRL are linear to the
revoked vehicles. Therefore, the authentication process is very efficient.

4. Preliminaries
4.1. Shamir secret sharing scheme

The Shamir’s Secret Sharing Scheme (SSSS) for cryptography was
introduced by Adi Shamir. In SSSS, the shares of a unique secret are
distributed among n users. To recover a particular, secret at least k unique
shares from users are required. Note that k < n. Therefore, not all the
shares of secret are required to recover the actual secret. The SSSS has
information-theoretic security, which means an attacker cannot break
the cryptosystem. The attacker cannot get sufficient information to
threaten the security even if it has unlimited computational power.

4.2. Elliptic curve cryptography (ECC)

The ECC proposed by Neil Koblitz and Victor Miller in 1985 is based
on the algebraic structure of elliptic curves over the finite fields. The ECC
is a more efficient alternative to other cryptographic systems as it pro-
vides the same security using smaller keys.

The security of ECC depends on the computation of the discrete
logarithm in a group of points over an elliptic curve. The difficulty of
solving the Elliptic Curve Discrete Logarithmic Problem (ECDLP) de-
pends on the size of n, where n is the number of points in the specified
group. A reasonable size of n takes a very long period of time for solving
the ECDLP [35]. The investigation shows that the discrete logarithm
problem in the elliptic curve is as hard as in any other group [36].

5. EDRP

In VANETs, vehicles frequently broadcast safety-related messages.
Vehicles attach signed certificates with the safety messages they broad-
cast, which allow the receiver of the message to verify the sender. In our
scheme, the CA assigns these certificates to vehicles in the registration
process. The CA keeps the identity information of vehicles so that later if
needed, the CA can track the vehicle.

During the registration process, the CA also distributes the secret
shares among the registered vehicles. These shares allow vehicles to take
part in the decentralized revocation through voting. We explain system
initialization, message authentication and decentralized revocation
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Table 2

Certificate format (bytes).
ID Base Link Val linkSig Share Sig
4 4 12 4 4 28

procedures in this section. Table 1 lists the notations that we use for
explaining the proposed algorithms.

5.1. System initialization

5.1.1. Shares calculation and distribution

In the system initialization phase, the CA performs some computa-
tions to calculate shares to distribute into the network. Suppose that n is
the total number of vehicles that want to register with the CA to use the
VANET’s services. The CA calculates k number of shares S harey, which
are used to derive the secret S rT;, for each vehicle n. The S rT), is unique
for each vehicle n. Disclosure of secret S rT,, will allow vehicles to link all
of the certificates belonging to vehicle n in the case of revocation. Each
share S harey is distributed into the network, and any legitimate vehicle
with S harey can initiate or participate in the decentralized revocation
procedure. Note that the shares will be repeated on a random assignment;
therefore, more than one vehicle can have the same share.

5.1.2. Certificate assignment
To generate certificates for each vehicle n, the CA performs the
following steps:

the CA generates a linking public/private key pair pubL,/prL,.

The CA calculates the unique secret share s, for itself.

The CA then derives a unique secret S rT, using s, and S haresi shares.
The vehicle n is assigned a single share S harey out of total K shares.
The CA generates a large prime number g, to calculate

o €D
and
g 2

The CA encrypts the vehicle’s linking public key pubL, with g% to get
EnPubL,,.

The CA generates a pseudo-random unique certificate number CN, for
each certificate of the vehicle.

The CA generates the public/private key pair Publ /Pri. Pubi/ Pri
denotes the ith public/private key pair for the nth vehicle.

The CA uses the private linking key prL, to sign the certificate number
CN,,. SigL, stands for the linking signature which reveals the revoca-
tion status of the specific certificate.

the CA attaches its share in form of g, with the certificate.

The CA signs the certificate number CN}, base g,, encrypted linking
value EnPubL,, linking signature Sigl, and public linking key
Publ with its private key.

5.1.3. Certificate structure
Table 2 shows the structure of each certificate of a vehicle n. The
certificates consist of the following fields:

e Certificate number CN,;: A pseudo-random, unique number for the
certificate.

e Base g,: A large prime used for Shamir’s secret sharing calculations.

e Encrypted linking value EnPubL,: A public key value common to all
certificates issued to a user. It is encrypted using a key protected by
Shamir’s secret sharing.

e Linking signature SigL,: The signature on the certificate number CN,
using the linking private key PrLp.
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e CA share g’: CA’s share s, represented in the form of g.
o A public key Pubiof vehicle vy
e CA signature on all of the above fields.

Any certificate Cert, belonging to vehicle v, can be represented as
follows:

Cert, = SigCA(CN,, g, EnpubL, SigL,, g, Pub) 3)

5.2. Message authentication

Let us consider a scenario where a vehicle n wants to broadcast a
message M to the RSU and other vehicles in the range. We refer the
receiving RSU or vehicle as R ;. The message-broadcasting vehicle n will
attach any randomly selected certificate Cert, with the message M along
with the current timestamp TS before broadcasting it into the network.

(SigCA(CN,, g, EnPubL,, SigL,, g, Pub’) || (Sig (M | TS)) 4

Here Sigl (M | TS) refers to the signature of vehicle n using its private
key Pri. The receiver of the message then verifies the received broadcast
message by executing Algorithm 1.

Algorithm 1. Verification of Message

Require: SigCA(CN,, g, EnPubL,, SigL,, g°, PubL)
(S ig,, (MITS))
Check validity of time stamp 7'S
if invalid then
Discard the message
else
Verify the CA signature on Cert,
if invalid then
Discard the message
else
Verify the Signature (Sig! (M|TS))
if invalid then
Discard the message
else
Decrypt SigL, with each value in CRL
if Decrypted value = CN,, then
Discard the message
else
Process the message
end if
end if
end if
end if

5.3. Decentralized revocation

A misbehaving or malicious vehicle refers to an internal or external
attacker. An adversary or misbehaving node detection system can iden-
tify a message as a fake or deceiving message. If a fake message is sent by
vehicle A to vehicle B, and vehicle B identifies the message as coming
from a malicious or misbehaving vehicle, then, vehicle B can initiate a
voting procedure against vehicle A. We refer to the malicious or mis-
behaving vehicle as the target vehicle for simplification.

In order to revoke a target vehicle, there must be a consensus of K
neighborhood peers, each of which possesses a Shamir’s secret sharing
share assigned by the CA. We explain the voting procedure based on
Shamir’s secret share scheme as follows.

5.3.1. Voting procedure

We assume that there are at least k + 1 vehicles in the communication
range of an RSU, and vehicle v, is the target vehicle. A legitimate vehicle
v, receives a message M; with cert; from the target vehicle V.
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Proposed
CRL
Structure

Conventional
PKI-based
CRL Structure

Revoked
Vehicles
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M, = (SigCA(CN,, g, EnPubL,, g, Pub)) || (Sig!(M,|TS)) (5)

Note that v; ! = v, and x<K. The following steps describe the voting
procedure initiated by vehicle vy.

e Vehicle vy extracts the base g and g’ from M, Then, v, uses its own
share to compute a vote result value p, where p is the aggregate value
that a vehicle has after adding its share. It subsequently broadcasts
this value with the actual message from the target vehicle so that
other vehicles can pursue the process.

p= gnwekvrr (S*‘)*gj (6)

e Vehicle v, broadcasts a revocation message M;; consisting of the
original message M; from v, signed by v,. Vehicle v, attaches its cer-
tificate with M,.

M, =Sig.(M,, P) || (SigCA(CN.,, g, EnpubLy, SigL.,g', Pub.)) @

o If vehicle v, has received M;, and then decides to participate in the
voting procedure against vehicle v, vehicle vy then calculates a vote
result q using its own secret share.

HV[&K{/,*’; (S—‘ ) *p

q=8 ®

e Vehicle v, (where y<K) broadcasts a new revocation message M3
consisting of message M,1 from v,. Vehicle vy attaches its certificate
alongside with M.

My, =Sig) (M1, q) | (SigCa(CNy, 8. EnPubL,.g, Pubi)) ©

e The vehicles continue this procedure of computing the voting result
using their own shares and keep broadcasting the revocation message
until the vehicles with K unique shares contribute in the voting.

427

Digital Communications and Networks 6 (2020) 422-432

. Target Vehicle

Voting Vehicle
Communication Range
Non-Voting Vehicle

Fig. 3. A scenario of the voting procedure.

In the above voting procedure, a vehicle may receive a revocation
message where its share has already been contributed. The vehicle will
then ignore the message. Any vehicle getting revocation message M,
from vehicle v, will execute Algorithm 2.

5.3.2. Linking ability of revoked certificates and linearity of CRL

The last participating vehicle v, that contributes the K-th share in the
voting procedure will get a final vote result f. This vote result f is actually
the secret with which the public key of vehicle v, is encrypted. Vehicle vy
decrypts the EnPubL; and adds it to the current CRL. The verification of
the message includes CRL checking, as presented in Algorithm 1.

Fig. 2 gives a comparison of the conventional PKI-based CRL structure
with the proposed CRL structure. RVy, RV, ..., RV; are any i number of
revoked vehicles. The conventional CRL will contain all n number of
certificates belonging to each revoked vehicle (see Fig. 3).

Algorithm 2. The Voting Procedure

Require: V, - Sigh(My, )l
(SigCA(CN,, g, EnPubL,, SigL,, g5, Pub'))

Verify CA signature SigCA,
if invalid then
Discard the message
else
Verify Sig'(M,, p)
if invalid then
Discard the message
else
if declining to vote or its secret share is already
contributed then
Discard the message
else
compute p = gllviexiizi () 4 p
if secret share is the Kj, share then
Add EnPubL, to CRL

else
Broadcast N ig;(Mrl all
(SigCA,(CN,. g, EnPubL,, S igL. g3, Pub.))
end if )
end if
end if

end if

Where as in the proposed CRL, there is a single public linking key PubL
entry for each revoked vehicle.

When vehicle s sends a message to other vehicles or an RSU, the
receiving vehicle or RSU will get S igL, on certificate number CN from the
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certificate. The receiving entity will try to verify the linking signature S
igLs, using each linking public key PubL in the CRL. If any public key
successfully decrypts the signed CN of the sender, then the sender is
already revoked. Therefore, the receiving entity will discard the message.

6. Security analysis
6.1. Anonymous authentication and non-repudiation

The protocol is based on PKI, so all entities of the network use
anonymous certificates signed by the CA for anonymity and authenti-
cation. The CA uses its private key to sign certificates of vehicles.
Deriving the private key of the CA from its public key is an instance of the
ECDLP. The similar analogy applies to private and public keys Pub,, / Pr,
of vehicles.

The EDRP applies digital signatures to achieve nonrepudiation. The
vehicle signs the messages before broadcasting. The vehicle n signs the
revocation message Sig, (M, / TS) along with its certificate signed by the
CA SigCA(CNp, g, EnPubLy,, SigL,, g, Pub,. The security of the private
key of the CA has a similar level as solving the ECDLP.

6.2. Resistance to colluding attacks

The EDRP requires each vehicle to pass a revocation check to
participate in the revocation process. If the candidate vehicle’s public
linking key PubL is found in the revocation list, the revocation message
will be discarded by the next participating vehicle regardless of the
share’s validity it holds.

A fake revocation process can be initiated against any innocent target
vehicle by a revoked vehicle. However, the success of such revocation
needs at least K revoked vehicles or attackers with valid shares to collude.
The probability of such a situation is very small. Because only a single
legitimate vehicle in the range can abort such a fake revocation process.

6.3. Resistance to forgery attacks

To participate illicitly in the revocation process, the attacker needs to
have a valid secret share S harex and the current private key Pr;,. Finding
Prp and S harey has the complexity of solving the ECDLP. The ECDLP is
intractable, which means the security of ECDLP cannot be broken in
polynomial time.

The attacker can participate in the revocation process by stealing a
single share of any legitimate vehicle. However, the attacker will not be
able to find the secret S rT,, which lets the attacker disclose the public
linking key PubL,, of the target vehicle. To do so, the attacker needs all of
the minimum K shares, which are distributed among legitimate vehicles
by the CA. The means Shamir’s secret sharing algorithm can be forged if
the attacker knows all of the shares which must be contributed to disclose
a particular secret. In other words, the attacker needs to break the
theoretical information security of Shamir’s secret sharing algorithm.

6.4. Forward secrecy

During the revocation process, each vehicle broadcasts a revocation
message M; where i denotes the i-th participating vehicle. The message M;
has an aggregate vote result of all previous share contributions by vehi-
cles. From this aggregate value, it is impossible to retrieve the previously
contributed votes. Therefore, if a vehicle gets a revocation message, it
cannot forward the information about the shares of other vehicles.

6.5. Resistance to replay attacks

Each vehicle n adds a current timestamp with the message and signs it
Sig, (M / TS) before broadcasting. The timestamp is also attached with
the revocation message Sig,(M;, q) || (SigCA(CNp, g, EnPubL,, SigL,,
g, Pub,)), which a vehicle broadcasts after calculating the new vote
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Table 3
Simulation parameters.

Simulation area 2500 m x 2500 m

Simulation time 100 s
Speed of vehicle 20-30 m/s
Wireless protocol 802.11p
Network Simulation tool OMNET++
Vehicle information and dissemination interval 300 ms
Wireless channel capacity 6 Mbps

result q.

We assume that revocation message M, has a current timestamp T8S.
Therefore, no attacker can replay a message or revocation message from
another vehicle later.

7. Performance evaluation

We compare the performance of the EDRP with two efficient revo-
cation protocols: ABAH [17] and EMAP [21]. ABAH and EMAP use the
HMAC verification to replace the time-consuming CRL checking used in
pseudonym-based authentication schemes. ABAH offers the batch veri-
fication as well. EMAP and ABAH apply Elliptic Curve Digital Signatures
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Fig. 4. Total authentication delay.
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(ECDS) for the protection against forgery as in the EDRP. Table 3 shows
the simulation parameters used for the evaluation of EDRP.

7.1. Computational complexity

7.1.1. Average authentication delay

The computational overhead of authentication consists of the revo-
cation status check of the requesting OBU, the certificate verification, and
the signature verification. The request or message is valid if all of the
three verifications are valid. Fig. 4 compares the authentication delays
caused by ABAH, EMAP and EDRP. For ABAH and EMAP, the CRL
checking delay is excluded in comparison due to the HMAC verification
delay. We do not consider the re-batch authentication delay for ABAH.

We evaluated the authentication delay caused by the EDRP for a wide
range of messages, that is, from 10 to 250 messages. As the number of
messages increases, each protocol takes more time to authenticate them.
We show performance curves of the EDRP without and with the CRL
check. We consider 1000 revoked vehicles in the CRL in the latter case. In
both cases, the EDRP outperforms ABAH and EMAP. For example, to
authenticate 200 requests, ABAH takes 300 ms, EMAP takes 476 ms and
EDRP 176 ms.

7.1.2. Message loss ratio

We simulate and analyze the message loss ratio for the range from 20
to 200 vehicles. Fig. 5 presents the comparison of messages loss ratios
caused by the EDRP, ABAH, and EMAP. We consider both simulation
results and analytical analysis. ABAH and EMAP consider the HMAC
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verification delay to compute the message loss ratio. ABAH needs a Thqsh
function to compute HMAC, which does not need O(n) for a prior hash
map construction or Ty, for a string comparison as in EMAP. Therefore,
the message loss ratio remains around zero. For the EDRP, we present
results.

With and without the CRL check. For the 200 vehicles the message
loss ratio with 1000 entries in the CRL is 1:2%. But, the ratio without the
CRL check is 0:9%. It is evident from the graph that there is a slight in-
crease in the message loss ratio if the average number of vehicles in the
communication range increases. The simulation result closely follows the
analytical result. For analytical analysis, we denote Tpx to be the total
time consumed for processing a received message.

Tax = Teers + Tere 10)

Here Tcert is the time taken for validity check of a certificate. It in-
cludes a timestamp and signature validation. And Tcgy is the time
consumed for checking the whole CRL. Let T; be the time delay caused by
checking one entry in the CRL, and we have the following equation:

Tere = TS*CRLsize a1

For simulation, we set Tey = 0.024 ms. For CRLs,, = 1000, the
maximum computational complexity of a message authentication is Tax
= 0.04 ms.

The message loss ratio evaluated through simulation and analytical
analysis for EDRP is almost identical.
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7.2. Communication overhead

The communication overhead is the additional communication
overhead caused by the increment of certificates and signature sizes. The
additional message sizes for ABAH and EMAP are 92 bytes and 181 bytes,
respectively. The additional size of the message for the EDRP is 52 bytes.
Fig. 6 quantifies the impact of decreased message size on transmission
delay for different numbers of vehicles in the range. We compare the
transmission delays for ABAH, EAMP and the EDRP. Four speeds of ve-
hicles are considered — 0 m/s, 10 m/s, 20 m/s and 30 m/s. Graphs show
that the transmission delay slightly varies under the various speeds. In
particular, under all speeds and for an average number of vehicles in the
range, the transmission delay for the EDRP is significantly less than
ABAH and EMAP. For instance, the average transmission for ABAH is
0.69 ms, 1.3 ms for EMAP and 0.4 ms for EDRP.

7.3. Decentralized revocation delay and success probability

7.3.1. Voting procedure delay
We investigate the cost in time and computations required for the
immediate revocation procedure. The total time consumed for the

430

Digital Communications and Networks 6 (2020) 422-432

calculation of all shares contributed by the neighborhood depends on the
number of K shares. The voting procedure time for different numbers of K
shares is given in Fig. 7. The cost grows linearly with respect to K. For
example, it takes 29.7 ms to calculate the vote result with 10 contributed
shares, and 68.5 ms for 20 shares.

7.3.2. Revocation success probability

The immediate revocation of any target vehicle requires the partici-
pation of vehicles with at least K unique shares. The probability of finding
these shares in the neighborhood may vary with the number of vehicles
in neighborhood N.

In Fig. 8, we observe the relations among the revocation success
probability Py g, the number of vehicles in the range N and the required
shares K. If the required number of shares K is small, there is a high
possibility of finding K shares in the neighborhood, resulting in a high
success probability of revocation. Similarly, the large number of vehicles
in the neighborhood increases the chances of getting required K shares
and helps achieve high revocation success probability. With K = 5, the
success probability is 1 if there are 20 vehicles in the neighborhood;
whereas for K = 10, 45 vehicles should be in the communication range.
Fig. 8 shows the general trend that a high rate of successful revocation
associates with a large number of shares and vehicles.

The number of vehicles in the range, the number of shares required
and the message loss ratio are the three important factors affecting the
probability of successful revocation. That is, the revocation success de-
creases with the increment in the number of lost voting messages. The
revocation success probability increases when it is easy to gather the
number of required shares in the dense traffic. The revocation success
may also increase when the number of required shares decreases in the
neighborhood. Formally, we consider the traffic situation with N vehicles
in the communication range. The voting procedure requires a contribu-
tion of K shares. The revocation success probability is denoted as Py x. On
the other hand, the message loss ratio probability Py, affects the revo-
cation success probability Py k. Therefore the actual revocation success
probability Pacuq is @ combination of Py g and Py, such that:

Piewar =Prnx*(1 = Pyyy)

In Fig. 9, we investigate the effect of the message loss ratio, the
number of vehicles in the range and the number of required shares on the
revocation success probability. Puq achieves the highest value of 1 for
approximately 30 vehicles in the range, even with the high message loss
ratio of 30%, if the required shares are less than 5. The number of ve-
hicles increases with the number of required shares. That is, if K = 20, 90
vehicles will be required in the range for success even if the message loss
is 10%. There is a trade-off between success probability and the number
of shares distributed into the network. The trade-off between success
probability and message loss ratio is similar. That is, the more vehicles in
the range, the greater the probability of successful cancellation.

(12)

8. Conclusions

We propose a novel protocol named as EDRP for vehicle authentica-
tion and digital certificate revocation of vehicles. The revocation of a
digital certificate is achieved in the EDRP by quickly informing the
neighboring vehicles about the misbehaving vehicle. The revocation is
based on the voting results aggregated by the vehicles’ valid secret shares
assigned by the CA. Moreover, the revocation procedure does not involve
any third party or authority, such as the CA or the RSU. This takes off the
extra burden of adding thousands of revoked certificates from the CA.
The EDRP adds a single entry against each revoked vehicle. Therefore, it
achieves a significant reduction in communication overhead due to the
linearly sized CRL. The authentication delay is also significantly reduced.
Our theoretical analysis and empirical studies show substantial im-
provements in the EDRP in terms of vehicle authentication and certificate
revocation. Based on our security analysis and experiments, we argue
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Fig. 9. Effect of the message loss ratio on revocation success probability (analytical).

that the EDRP achieves an essential milestone for developing secure,
efficient and scalable VANETS.
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