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ABSTRACT In traditional Electronic Health Records (EHRs), medical-related information is generally
separately controlled by different hospitals and thus it leads to inconvenience of information sharing. Cloud-
based EHRs solve the problem of information sharing in the traditional EHRs. However, cloud-based EHRs
suffer centralized problem, i.e., cloud service center and key-generation center. This paper works on creating
a new EHRs paradigm which can help in dealing with the centralized problem of cloud-based EHRs. Our
solution is to make use of the emerging technology of blockchain to EHRs (denoted as blockchain-based
EHRs for convenience). Firstly, we formally define the system model of blockchain-based EHRs in the
setting of consortium blockchain. In addition, authentication issue is very important for EHRs. However,
existing authentication schemes for blockchain-based EHRs have their own weak points. Therefore, in this
work, we also propose an authentication scheme for blockchain-based EHRs. Our proposal is an identity-
based signature scheme with multiple authorities which can resist collusion attack out of N from N — 1
authorities. Furthermore, our scheme is provably secure in the random oracle model and has more efficient

signing and verification algorithms than existing authentication schemes of blockchain-based EHRs.

INDEX TERMS Electronic health records, blockchain, identity-based signatures, multiple authorities.

. INTRODUCTION

Traditional paper-based health records apparently are incon-
venient for information interchange or sharing. The technol-
ogy of Electronic Health Records (EHRs) [7], [8], [19], [20]
provides a novel way to collect and manage health-related
information. EHRs are an information system which main-
tains medical records in the process of patients’ treatment or
health management. It contains various kinds of health infor-
mation and realizes the summary or integration of different
electronic medical information and satisfy the management
needs of hospitals and related research institutions. EHRs are
more convenient than traditional paper-based health records
for information storage and retrieval. In EHRs, all medical-
related data are digitized and stored in the server of hospital.
Then, when a patient goes back to the hospital, he or the
hospital can search previous information, including names
of the patient and doctor, time, diagnosis, and so on. As
an important application in the medical field, EHRs have
attracted wide attention. Many standards have been proposed
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[19], [20] for EHRs. In addition, many papers considered the
security and privacy issues in EHRs systems [7], [8], [19].

However, there exists many problems in traditional EHRs.
First of all, generally, medical-related data are independently
stored in different hospitals or research institutions since
they have their own independent database. Therefore, when
a patient transfers from a hospital to another one, he needs to
obtain medical examinations once again. This obviously will
lead to waste of medical information resources and increase
patients’ body and financial burdens. Secondly, in EHRs
systems, only the authorities, such as hospitals, have data.
Hence, if there is a dispute between hospital and patient, then
the hospital will always win since it can tamper the medical
records or even delete them. It is not fair for patients.

In order to solve the problem of information sharing in the
traditional EHRs, researchers introduced the notion of could-
based EHRs [11]-[14], [16], [21], [25]. The cloud-based
EHRs can be seem as an application of the could computing
technology in EHRs. In cloud-based EHRs systems, there
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still needs a cloud service provider who plays the role of au-
thority. As shown in Figure 1, all medical-related data, from
doctor, pharmacy, diagnostic laboratory, insurance center,
and so on, will be uploaded to the cloud server. Then, users
can search and download useful information from the could
server. If several organizations share a same cloud server,
then they can share the data with a convenient way. Next,
when patients transfer from a hospital to another one, the
new hospital can obtain patients’ medical-related data from
the cloud and thus they have no need to, once again, get med-
ical examinations. Therefore, cloud-based EHRs solve the
problem of information sharing in the traditional EHRs. In
addition, in cloud-based EHRs, all data are only maintained
by the authority, i.e., cloud service provider, and thus the
hospitals and other organizations could tamper the medical-
related data only when they collude with the authority.
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Figure 1. Cloud-based EHRs.

Cloud-based EHRSs solve the problem of information shar-
ing, and make hospitals and other organizations cannot tam-
per the data by themselves. However, there also has some
problems in the cloud-based EHRs. Firstly, if there has
dispute between hospital and patient, then the hospital can
collude with the cloud service provider to tamper or even
delete the data. Therefore, as in many other kinds of cloud-
based systems, we need to put our trust on the cloud server.
Whereas, if the cloud server is attacked or it is malicious, then
patients’ privacy is a big problem. Secondly, in identity-based
and attribute-based cryptosystems for cloud-based EHRs,
e.g., [12], [21], [25], there is a key generation center (KGC)
who is responsible for key generation for all users. Actually,
it is well known that KGC knows all users’ secret keys.

This paper works on creating a new EHRs paradigm which
can help in dealing with the problems in cloud-based EHRs.
Our solution is to make use of the emerging technology of
blockchain which is derived from Bitcoin [15]. Generally
speaking, blockchain can be seem as a decentralized and
distributed database. There is authority in traditional network
architectures or application systems, such as KGC, cloud
service provider, and so on. The decentralized feature of
blockchain gets rid of such dependence on authority. There-
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fore, many people considered the applications of blockchain
in different types of real-world scenarios, including EHRs,
we call it blockchain-based EHRs. For example, the works
of [3], [4], [24] designed a broad framework for blockchain-
based EHRs. Zhang et al. [23] and Omar et al. [27] made use
of encryption technology to protect the confidentiality of the
medical records. Xu et al. [22] focus on the privacy issue of
EHRs and designed a new framework based on blockchain
and homomorphic encryption.

Authentication is very important for blockchain-based
EHRs. It is different from the case of cryptocurrency which
is anonymous and thus there is no authentication mecha-
nism for users, the data in blockchain-based EHRs must
be authenticated, such as diagnosis from doctors. Howev-
er, there are few works about such issue. Sun et al. [26]
designed a decentralized attribute-based signature scheme
for blockchain-based EHRs. In their scheme, each authority
agency is in charge of one or more attributes. That is to
say, the different attributes of the user are issued by one
or more authority agencies. Therefore, the scheme of [26]
is vulnerable to the collusion attack of authorities. Guo et
al. [6] also construed an attribute-based signature scheme
with multiple authorities for blockchain-based EHRs. Their
scheme can resist collusion attack out of N from N — 1
corrupted authorities. However, in their scheme, each patient
has a blockchain of healthcare alone which is incompatible
with the property of blockchain.

A. OUR MOTIVATIONS AND CONTRIBUTIONS

There are few works considered the authentication issue for
blockchain-based EHRs where the scheme of [26] suffers
from the problem of collusion attack and the model of [6] is
incompatible with blockchain. In addition, both of [26] and
[6] have not thought about the roles of the organizations, such
as hospitals, medical insurance companies, scientific research
institutions, pharmaceutical companies, and so on, which
is inappropriate in real-world application. Furthermore, the
signing and verification costs of both schemes [6], [26] are
high. However, as said before, the authentication issue is
very important for blockchain-based EHRs. Therefore, in this
work, we further consider this problem for blockchain-based
EHRs. The main contributions of this work are as follows:

« Firstly, as the roles of organizations of EHRs have not
been considered in the models of [6], [26], we re-define
the model of blockchain-based EHRs. Our model is
defined in the setting of consortium blockchain [9], [10],
which corresponds to the real-world of EHRs.

o Secondly, the authentication efficiency is very impor-
tant for blockchain-based EHRs, especially when the
amount of data is large. Therefore, in this paper, we de-
sign an efficient authentication scheme for blockchain-
based EHRs. Our proposal is an identity-based signature
scheme with multiple authorities (MA-IBS) which has
both efficient signing and verification algorithms and
can resist collusion attack.
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« Finally, we prove the security of the proposed scheme,
in the random oracle model, under the computational
Diffie-Hellman assumption. Meanwhile, we evaluate
the performance of the scheme and compare it with
the existing two authentication schemes [6], [26] in
blockchain-based EHRs.

B. PAPER ORGANIZATION

The rest of this paper is organized as follows. Section II
describes the formal definition of blockchain-based EHRs.
In Section III, we present some preliminaries including def-
inition of MA-IBS, security model, and the relationship be-
tween MA-IBS and blockchain-based EHRs. The proposed
scheme is given in Section IV and security proof and perfor-
mance evaluation are given in Section V. Finally, Section VI
concludes this work.

Il. MODEL OF BLOCKCHAIN-BASED EHR

We divide the users of blockchain-based EHRs into three
levels. The first level, denoted by Level 0, is the EHRs
server. The second level, denoted by Level 1, contains several
kinds of organizations, such as hospitals, medical insurance
companies, scientific research institutions, pharmaceutical
companies, and so on. The third level, denoted by Level 2
which corresponds to the employees of the Level 1 users,
consists of doctors, researchers, patients, insurance agents,
and so on. In blockchain-based EHRs systems, all medical-
related data will be distributed stored by all Level 1 users
who can reach a consensus, for the authenticity of the shared
data, based on a specific mechanism. The responsibility of
Level 2 users is that generate medical-related information,
such as medical records from doctors, insurance policies
from insurance agent, and so on. The authenticity of such
information can be guaranteed by a proper authorization
mechanism from Level 1 users to their employees.

Level 0

» ——
s | 1
ﬁ‘*’ — Level 1

‘t\! Partial Secret Key

Figure 2. Blockchain-based EHRs.

We define the model, as shown in Figure 2, of blockchain-
based EHRs in the setting of consortium blockchain.

e Level 0: is the EHRs server which is in charge of
the generation of system parameters. EHRs server in
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blockchain-based EHRs is different from that in the
cloud-based EHRs. In cloud-based EHRs, the medical-
related data is stored only by the cloud service provider.
However, in blockchain-based EHRs, the only responsi-
bility of EHRs server is that choosing public parameters
for all users. The existence of such a server is reasonable
for blockchain systems, for example, Nakamoto [15] has
chosen ECDSA and SHA-256 as the public parameters
for Bitcoin system. Moreover, the KGC in identity-
based and attribute-based cryptosystems of cloud-based
EHRs [11], [12], knows all users’ secret key. But the
server in blockchain-based EHRs does not having the
right to generate users’ secret keys.

o Level 1: contains hospitals and other organizations.
These users correspond to the authorities in consor-
tium blockchain. All data are uploaded and stored by
all authorities separately. In addition, Level 1 users
also play the roles of key generation authorities and
to generate Level 2 users’ secret keys. However, for
consortium blockchain of EHRs, we require that no one
can control or obtain Level 2 users’ secret keys. This
is very important to understand the difference between
cloud-based EHRs and blockchain-based EHRs.

o Level 2: is composed of doctors, researchers, insurance
agents, and so on. These users correspond to the em-
ployees of Level 1 users, for example, doctor works for
a hospital. The responsibility of Level 2 users is to pro-
vide specific medical-related information. For example,
doctors give diagnosis, insurance agents sign insurance
policy, and so on.

Authentication is one of the most important problems
for EHRs because we need to ensure the authenticity of
medical records in consortium blockchain. Corresponding to
the system model, authentication of blockchain-based EHRs
contains the following two cases:

o Case 1 (authentication of Level 2): It is means that the
data given by Level 2 users need to authenticated by
them. For example, we need to ensure the authenticity
of a diagnosis from some doctor.

e Case 2 (authentication of Level 1): This case is corre-
sponding to the authenticity of block data given by Level
1 users, i.e., authorities.

lll. DEFINITIONS

In this section, we give several definitions for our work,
including the definition of MA-IBS, security model of MA-
IBS and relationship between MA-IBS and blockchain-based
EHRs.

A. MA-IBS

The concept of identity-based signature (IBS) was intro-
duced by Shamir [18]. Generally, an IBS scheme consists
of four algorithms: System Setup algorithm produces public
parameters for the other three algorithms and master secret
key; Key Generation algorithm, which is executed by a
key generation center, produces users’ signing key; Sign and
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Verify algorithms are responsible for signing and verification
of signatures, respectively.

As far as we know, there has no work considered IBS
scheme in the setting of multiple authorities. However, in
fact, it is very natural to define the notion of IBS with
multiple authorities (MA-IBS). In MA-IBS scheme, there
has one more algorithm, Authority Setup, to generate all
authorities’ master secret keys. To satisfy the requirements of
blockchain-based EHRs, we further adjust the definition. Our
MA-IBS for blockchain-based EHRs contains the following
seven algorithms:

o System Setup: The system setup algorithm is run by
EHRs server who takes as input a security parameter \.
Then it outputs system public parameters params.

o Authority Setup: The authority setup algorithm is
interactively executed by all authorities who take as
inputs public parameters params and their identities
1D, ..., 1D . Then they output their master secret keys
Sf([D17 ...... ,SK[DN.

« Key Generation: The key generation algorithm is also
interactively executed by all authorities who take as
inputs the public parameters params, their master se-
cretkeys SKrp,, ...... ,SKip,,and user’s identity id;.
Then they output user id;’s secret key sk;q, .

« User-Sign: This sign algorithm is run by signer ¢d; who
takes as inputs public parameters params, secret key
skiq, and message m. Then he outputs a signature o;.

o User-Verify: This verification algorithm can be publicly
executed by all users who take as inputs the signer’s
identity id;, message m, and signature o;. Then it out-
puts Accept if it is valid; Else, outputs Reject.

« Authority-Sign: This sign algorithm is run by an au-
thority ID; who takes as inputs public parameters
params, its master secret key SKp, and message M.
Then it outputs a signature d;.

o Authority-Verify: This verification algorithm can be
publicly executed by anyone who takes as inputs identi-
ty I D;, message M, and a signature §;. Then it outputs
Accept if it is valid; Else, outputs Reject.

B. SECURITY MODEL OF MA-IBS

The security model of the adapted MA-IBS is defined by the
following game.

« System Setup: Challenger C chooses a security param-
eter A\ and runs the system setup algorithm to gener-
ate system public parameters params. Then, C gives
params to adversary A.

o Authority Setup: Challenger C runs the authori-
ty setup algorithm to generate master secret keys
SKip,,...,5Kip, for authorities whose identities are
1Dy, ..., 1Dy, respectively.

o Queries: Adversary A can make the following four
kinds of queries to C:

— Master secret key queries: A4 issues a request for
some authorities I D;cq,, C {ID1,...,IDy} for

their master secret key, where (Qj; denotes the
index set of the identities of corrupted authorities.
For such a request, C transmits SK;p,. @y O A.

— Key generation queries: upon receiving an identity
id;, C then returns back a corresponding secret key
sk;q, to A. Let Qi be the set of identities which
were given to the key generation queries.

— User-sign queries: upon receiving a message m;
and an identity id;, C then returns back a corre-
sponding signature o; to A. Let Qu s be the set of
(my, id;) where were given to the user-sign queries.

— Authority-sign queries: upon receiving a message
M; and an identity ID;, C then returns back a
corresponding signature §; to A. Let () 45 be the
set of (M;, ID;) where were given to the authority-
sign queries.

« Forgery: Finally, adversary A outputs a tuple of forgery
(id*,m*,0*) or (ID*, M*,0%).

We say that the adversary A wins the game if one of the

following two cases holds:

e Case 1: If the forgery is (id*,m*,0%), then
User-Verify(id*, m*,o*) = Accept N\Qn  #
(L, NJ\id™ & Qx \(m”,id") & Qus.

e Case 2: If the forgery is (ID*,M*,6*), then
Authority-Verify(ID*, M*,6*) = Accept \ID* ¢
Qu N(M*,ID*) & Qas.

The advantage that .4 wins the above game is defined as

AQVLEGUA ().

Definition 1: We say that an MA-IBS scheme is
(t,qm,qnm, 9K, qUs, 4As, €)-unforgeable if, for any proba-
bilistic polynomial time (PPT) adversary A, it’s advantage
€ is negligible, where it runs the game at most ¢ in time,
and makes at most gy hash function queries (in the random
oracle model), gp; master secret key generation queries, qx
key generation queries, qyrg user-signing queries, and g4s
authority-signing queries, respectively, while the .

C. MA-IBS FOR BLOCKCHAIN-BASED EHR

We now describe the relationship between the concept of
adapted MA-IBS and the model of blockchain-based EHRs
described in Section II.

First, the Level O user, i.e., EHRs server, runs System
Setup algorithm to produce the system public parameters.
Then, Level 1 users, i.e., authorities, interactively execute the
Authority Setup algorithm to generate their master secret
keys. In this phase, we require that authorities can reach
a consensus on the authenticity of all master secret keys,
although there has no trusted center. Next, Level 2 users can
obtain their signing key from Level 1 users who distributed
execute the Key Generation algorithm. Then, Level 2 users
will produce some medical-related information, e.g., diagno-
sis. To ensure the non-repudiation of such information, we
require that Level 2 users run User-Sign algorithm to sign it.
Finally, an authority collects the medical-related information
and signatures from Level 2 users to form a block. To ensure

VOLUME 4, 2016



Author et al.: An Efficient Authentication Scheme for Blockchain-Based EHRs

IEEE Access

the authenticity of block, we require the authority signs it by
running Authority-Sign algorithm. As shown in Figure 3, the
message M taken as input to this signing algorithm consists
of previous block hash, time stamp, Merkle root of medical
records, and identity of the authority.

Block n-1 ——| Block n+1

Figure 3. Block of Blockchain-based EHRs.

Note that there is a difference between blockchain-based
EHRs and Bitcoin [15]. In Bitcoin system which is based
on public blockchain, to reach an agreement on a block, it
requires the node who uploads the block to find a random
number to satisfy a specific requirement of hash function,
i.e., proof of work. However, in the blockchain-based EHRs
which are based on consortium blockchain, authorities sign
the block, and thus the authenticity of the block is always
guaranteed. Therefore, in Bitcoin system, if someone wants
to change or delete a block, it only needs to change or delete
the block in over 51% nodes’ blockchain, whereas it needs
to change or delete the block in all authorities’ blockchain in
blockchain-based EHRs systems.

IV. THE PROPOSED SCHEME
We now construct an efficient MA-IBS scheme without hav-
ing a trusted authority for blockchain-based EHRs systems.
In the beginning, we give the algebraic tool and complexity
assumption used in our scheme.

A. BILINEAR MAP AND COMPLEXITY ASSUMPTION

In the construction of our MA-IBS scheme, we will make
use of bilinear map as the basic tool. Therefore, we briefly
introduce the concept of bilinear map.

Let G and G are two cyclic multiplicative groups, where
G is generated by an element g, i.e, G =< g >. Groups G
and G have the same big prime order p. We say that e :
G x G — Gy is an admissible bilinear map if it satisfies the
following three properties:

1) Bilinearity: for all a,b € Z,, e(g9%, ¢°) = e(g, 9)*°.

2) Non-degeneracy: there exists g, g¢ € G, forc, d € Z,,

such that e(g¢, g*) # 1g,, where 1g,. is the identity
element of group Gr.
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3) Computability: there is an efficient algorithm to com-
pute e(g, g°) € Gp forall a,b € Z,,.

The security of our MA-IBS scheme is based on the com-
plexity assumption of Computational Diffie-Hellman (CDH)
problem which means that given g, g%, g* € G, where a and
b are randomly and independently chosen from Z;, there has
no PPT algorithm can compute g%* € G.

B. CONSTRUCTION

In our MA-IBS scheme, N authorities have no need to be
honest. Therefore, it satisfies the requirements of blockchain-
based EHRs. In fact, the scheme can tolerate at most N — 1
corrupted authorities to launch collusion attack.

« System Setup: EHRs server takes as input a security
parameter A to establish system public parameters for
all users. First of all, it chooses two multiplicative cyclic
groups G and Gp with a big prime order p, and a
bilinear map e : G x G — Gp. Let g be a generator
of the group G. Next, it chooses two cryptographic hash
functions H : {0,1}* — G and H; : {0,1}* — Z,
respectively. System parameters of the EHRs system are
params = {G,Gr,p,g,e, H, Hy, N}, where N is the
number of authorities.

o Authority Setup: In this algorithm, N authorities es-
tablish their master secret keys, SKrp,, ...... ,SKipy-
It consists of the following three phases:

— Phase 1 (generation of parameter h € G): Al-
1 authorities are working from the same system
parameters params and collaborating together to
generate a verification parameter h € G.

1) Each authority I D; chooses a random (N — 1)-
degree polynomial H;(z) over Zj:

Hi(z) =cio+cinz+--+ ci(N_l)zN_l.

Then, it computes and broadcasts Cj, = g©i*
(mod p) for k = 0,1, ..., N — 1. Next, it com-
putes some secret values t;; = H;(H1(ID;))
(mod p) for j = 1,..., N. Finally, it sends t,;
to I.D; for j # i.
2) Each authority ID; verifies the equation g%/ z
N=HCk) ™ UIPO" holds or not. If it holds,
then I D; is considered to be honest. Otherwise,
authority ID; will receive a complaint from
ID;. Then, ID; needs to broadcast values t;;
so that it passes the verification.

3) After the above interactions, a random param-
eter h can be generated as h = [[,_; Cio
(mod p). Note that h = g€t +cNo and the
logarithm of g for A is unknown to everyone.

— Phase 2 (generation of master secret key): This
phase contains the following steps.

1) Each authority ID;, for7 = 1,..., N, randomly
chooses two (N —1)-degree polynomials on Z:

Fi(z) = aio + anz + - + ay vz ',
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Fi(x) =bio + bz + -+ byy_pa™ "

Then, it computes and broadcasts B;; =
g+hbix for k = 0,1,..N — 1. In
addition, it also computes secret values
Sij = ./T';(Hl(ID])) (HlOd p) and S;j =

F/(H1(ID;)) (mod p) forj = 1,...,N. Fi-
nally, it sends s;; and s ito ID; for j 75 i.

2) Each authority ID; checks the equation
gh% = [ (Big)™0P)" (mod p)
holds or not. If it holds, the secret sharing
from ID; is valid; Otherwise, I D; broadcasts
a complaint against ID;.

3) If authority I.D; is complained, then it needs to
broadcast values (s;;, s;;) that satisfy equation.
If the disclosed (s, s};) still does not match,
1D; has to keep proving itself to be honest until
the equation is true.

4) Note that the master secret key that interactively
established by N authorities is s = vazl a;o. If
there has less than N authorities are corrupted,
then they cannot recover the value s. The master

secret key of authority I D; is
SKrp, = ajo.

— Phase 3 (generation of master public key): Accord-
ing to the above two phases, each authority has
broadcasted values { Ao = g% };cp,n] Which can
be verified publicly. Therefore, the master public
key can be computed as

N N
y= HAi(] = Hgaw = gThia0 = ¢° € G.

i=1 i=1
After the above three phases, each authority adds pa-
rameters y and {(ID;, Aio) }I¥, to params.

params = {Gv GTapagaya €, Ha H17 {(IDMA’LO)}f\Ll}

« Key Generation: When a user registers to the EHRs
system, it can obtain a secret key sk;q, from authorities.

— Phase 1 (generation of partial secret key): Each
authority ID; computes a value pskiq,; =
H(0]]¢d;)?° and secretly transmits it to id;.

— Phase 2 (verification of partial secret key): After re-
ceiving the partial secret key psk;q, ; from authori-
ty ID;, user id; can verify its validity by checking
the equation e(psk’idi gs g) ; 6(H(0| |’idi), Ajo)
holds or not. If it holds, then the partial secret key
is correct. Otherwise, the authority I.D; needs to
retransmit the value that satisfies the equation.

— Phase 3 (generation of secret key): After receiving
all partial secret keys. User id; computes his secret
key as

N
skiq, = HPSkm,,,j =
j=1 j=1

N
[T #(Ollid) = H(ollid,)"

« User-Sign: To sign a message m € {0,1}*, user id;
does the following three phases:
— Phase I: randomly choose an integer r € Z,, and
computes u = H(0]|id;)" € G.
— Phase 2: compute t = H;(m||u) € Zj,.
~ Phase 3: compute v = ski* € G.
The signature on message m is o = (u, v).
o User-Verify: One can verify the validity of a signature
o = (u,v) on a message m from signer id;.
— Phase 1: compute t = H;(m||u) € Z;.
— Phase 2: check the following equation holds or not

e(v, 9) = e(u,y) - e(H(O|[id)", y).

If it holds, accept the signature; Else reject it.
« Authority-Sign: Before upload a block, denoted by M,
to the chain, authority I D; needs to sign it as follows.
H(1||M)%° € G.
The signature on block data M is §.

o Authority-Verify: Anyone can check the validity of a
signature § on block data M from an authority I D;.

— Compute § =

— Check the following equation holds or not

e(0,9) L e(H

If it holds, accept the signature; Else reject it.

(1[|M), Aio)-

C. CORRECTNESS

1) Correctness of Users’ Signatures

The correctness of the users’ signatures can be easily verified
by the following equation:

(&

skl g)
e(H(0][id;)* "1 g)

e(v, 9) (
(
eE (0][id:)0, g°)
(

H
e(H(0llid;)",y) - e(H (id;
= e(uy)- e(H(0lids), y)

2) Correctness of Authorities’ Signatures
The correctness of the authorities’ signatures can be easily
verified by the following equation:

e(d,9) = ( ;
= e(H(1||M),g%°)
= e(H(1||M), Ao).

D. BATCH VERIFICATION

Based on the EHRs system architecture as presented in
Section II, once a user receives a health related message from
another user, for example, patient receives diagnostic report
from a doctor, he needs to verify the signature to ensure the
validity of the message. In addition, when authorities upload
EHRs information into the blockchain, they also need to
verify the validity of all messages. We can make use of the

- technique of batch verification [1] to improve the efficiency

of verification.

VOLUME 4, 2016



Author et al.: An Efficient Authentication Scheme for Blockchain-Based EHRs

IEEE Access

1) Verify n Signatures from a Same Signer

In some cases in EHRs system, we need to verify many
signatures from a same signer at once. For example, system
server wants to verify the validity of insurance policies from
an agent during some time range.

Given n signatures on n messages, (m;,o; = (u;,v;)),
for j = 1,...,n, which were signed by a same signer d;, to
verify thelr Vahdlty, we only need to check that the equatlon
e(Il/myvio0) = e(ITimy uyy) - e(H(O]fid;)>=i=",y),
where t; = Hi(m;l||u;), holds or not. Correctness of the
batch verification is as follows:

e(H? 105:9)

e(IT—y skig . 9)

— e (ollid)* 2= ), g)

= e(H(OHZd) 1(7'j+tj)’gs)

— e( (0||Zd) 71Tj7y)‘e(g(0‘|idi)z-7:1tj,y)
AT w39) - el H (i) =1 ).

2) Verify n Signatures from n Signers

In some other cases of EHRs system, we need to verify many
signatures from many different signer at once. For example,
some patient wants to verify the validity of diagnostic reports
from n different doctors.

Given n signatures (o; = (uj,v;) on n messages
my, for 5 = 1,..,n, from n signers idy,...,id,, re-
spectively. These signatures are valid if and only if
([T v00) = e([Tyuyy) - e[l Hidy), y).
where t; = Hi(mjl||u;). Correctness of the batch verifica-
tion is as follows:

S(H:L 175, 9)

e(ITj=i skig, ", 9)
e(H] 1H(0llzd )e(ritti) g)
e(IT;—y H(0[|id;)"3+19), g*)
( )
( e(

el‘[le(0||sz y) - eI, H(Ollid;)", y)
[Tj=1 wj ) - e(ITj=, H(Ol[id;)", y).

V. SECURITY AND PERFORMANCE
In this section, we prove the security of our MA-IBS scheme
and evaluate its performance.

Il
o

A. SECURITY PROOF

The proof is given in the random oracle model. As said in
Subsection III-B, adversary’s forgery has two possible cases:
User-Sign signatures and Authority-Sign signatures. Chal-
lenger C needs to have different strategies to interact with
the adversary. C cannot know the adversary’s choice until
the game ends. Therefore, it randomly guesses adversary’s
choice in the beginning with a probability of 1/2.

1) Case of User-Sign Signature Forgery

For the case of User-Sign signature forgery, the core tech-
nique of our proposal is that taking distributed key generation
technique [5] to a centralized IBS scheme [2]. It seems
that the security of our scheme directly holds based on the
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securities of the two schemes. However, this statement is not
true. In the scheme of [2] which is based on the assumption of
CDH problem, the key of security proof is that the challenger
sets one element g of the CDH instance as the master public
key y := ¢°. Then, it sets the another element ¢ of the CDH
instance as H (id;-) := g°. Finally, if the adversary chooses
id;~ as his challenge identity and outputs a valid forgery,
then the challenger can rewind the tape of random oracle H
and recover ¢g®® which means that solving the CDH problem.
However, in our proposed scheme, the master public key is
y = ¢°, where s is randomly generated by N authorities
and no one know it. Hence, in security proof, the challenger
cannot set the master public key as y := g°, and thus cannot
take advantage of the adversary’s forgery to compute g®°

To resolve the dilemma, we make use of the approach of
hybrid proof. We first define three games as follows:

o Game Gy: This game corresponds to the honest execu-
tion of the security game defined in Definition 1.

o Game G;: In this game, we set the master secret key as
y = ¢g“° where a is the exponent of the CDH instance
and s is the master secret key randomly generated by all
authorities, respectively. No one knows a and s.

o Game Go: In this game, the master secret key also is
y := g*° where a is the exponent of the CDH instance.
However, it is different than that in Gy, in this game, the
challenger plays the role of all authorities and thus it
knows the value s.

Then we prove that the advantages of any PPT adversary
to attack our scheme in three games are identical and its
advantage in G, is negligible. We have the following three
lemmas:

Lemma 1: There has no PPT adversary can distinguish Gy
and G, if the distributed key generation technique is secure.

Lemma 2: There has no PPT adversary can distinguish G;
and Gs.

Lemma 3: The advantage of any PPT adversary A in game
G- is negligible.

The proofs of the above three lemmas are presented in
Appendix. Finally, we can easily observe that the advantage
of the adversary A in game G is also negligible which is our
expected result.

Theorem 1: The MA-IBS scheme for blockchain-based
EHRs is (t,qm,qH,,9M, 9K, qUs; 4AS, €)-unforgeable, for
the case of User-Sign signature forgery in the random oracle
model, assuming the CDH problem is hard.

The proof of this theorem is presented in Appendix.

2) Case of Authority-Sign Signature Forgery

If the adversary’s forgery is the case of Authority-Sign
signature, then the proof is simpler than the case of User-
Sign signature. Firstly, challenger randomly guesses adver-
sary’s challenge point I D;- and sets its public key as g®.
Then, in the random oracle queries, challenger randomly
chooses a point M;- as the adversary’s challenge and set it

7
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as g°. Finally, if the adversary chooses ID;- and M;- as his
challenge and outputs a valid forgery, then the challenger can
rewind the tape of random oracle H and recover g®® which
means that solving the CDH problem.

Theorem 2: The MA-IBS scheme for blockchain-based
EHRs is (t,q5,9H,,9M, 9K, qQUS; 4AS, €)-unforgeable, for
the case of Authority-Sign signature forgery in the random
oracle model, assuming the CDH problem is hard.

The proof of this theorem is given in Appendix.

B. PERFORMANCE EVALUATION

We denote Tpq as the time to perform paring operations, T
as the map-to-point hash operations, Tr, as the multiplica-
tion operations in group G, and Teyp as the exponentiation
operations in group G, respectively. Because these operations
dominate the costs of signing and verification algorithms,
we only consider these four operations and neglect the other
operations such as hash function H; : {0,1}* — Z;.
Java Pairing-Based Cryptography Library (JPBC) is used to
measure the run times of the above operations. We obtain the
results: Tpar is 5.796 ms, Ttp is 1.293 ms, Ty is 0.031 ms
and Texp is 5.786 ms within hardware platform of an Intel i7-
8550U processor with 2.0 GHz clock frequency, 8 gigabytes
memory and executed in Windows 10 operating system.

We compare our scheme to the only two exiting two
authentication schemes [6], [26] for blockchain-based EHRs
with respect to signing cost, verification cost, communication
cost, and whether the scheme can resist collusion attack. The
results are listed in Table 1, where ¢ is the number of users
attributes and N is the number of the authorities and we as-
sume that £ = N = 5 in both schemes schemes [26] and [6].
In addition, since the sizes of elements in the chosen groups
G and Gr are 40 and 128 bytes, respectively. As shown in
Table 1, our proposed authentication scheme for blockchain-
based EHRs has lower computation and communication costs
compared to the only two existing authentication schemes for
blockchain-based EHRs.

In Table 1, the signing cost of our scheme is refer to
the User-Sign algorithm. In addition, our scheme also de-
fines that authorities sign the block data, i.e., Authority-
Sign algorithm, which needs Tty + Texp ~ 7.079 ms each
time. Furthermore, schemes of [6], [26] have the property
of singer privacy based on attribute-based signatures. How-
ever, this property is not mandatory for blockchain-based
EHRs because, at most time, we need to know who will
be responsible for the medical-related data. For example,
apparently, patients need to know the identity who gives him
the diagnosis.

As described in Subsection IV-D, our scheme supports
batch verification which can reduce the verification cost. We
divide the batch verification into two cases, verify n signa-
tures from a same signer (denoted by (1, n)-to-1 verification)
and verify n signatures from n signers (denoted by (n, n)-to-
1 verification). Table 2 shows the comparison of efficiency
between the three types of verification.
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TABLE 1. Comparison of three authentication schemes for blockchain-based

EHRs.

[26] [6] Ours
2t T+ (6 + t)TmuH‘
Signing (4t + l)Tpar"F NTpar+ Tmtp"!‘
cost Thp+ Tmtp 2Texp
(4t + 1) Texp = 30.614 ms =~ 12.885 ms
= 244.825 ms
2tTpar+ (2tN + 1)Tpar+ 3Tpar+
Verification 2tThu+ Tru+ Tmtp+
cost (3t + 1) Texp Texp T+
=~ 150.846 ms =~ 301.413 ms Texp
=~ 24.498 ms
Communication |G|+ 5+ 1)|G|+ 2|G|
cost 2|Gr| Gr = 80 bytes
= 280 bytes = 528 bytes
Resisting
collusion No Yes Yes
attack

TABLE 2. Efficiency comparison between one-by-one verification (denoted by
1-by-1 verification) and batch verification.

Type of verification Cost

1-by-1 verification
(1, n)-to-1 verification
(n, n)-to-1 verification

3nTpar + nTmtp + nTmu| + ’fLTexp
3Tpar + nTmip + Tmut + Texp
3Tpar + nTintp + Tmul + nTexp

Combining with the run times of basic operations obtained
above, we show the time cost of verification algorithm in
Figure 4. According to the figure, we can easily observe that
the batch verification can significantly reduce the verification
delay, especially verifying a large number of signatures.

400
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Figure 4. Time comparison of three types of verification.

VI. CONCLUSION

In order to realize the authentication scheme of EHRs system
based on blockchain. We first formally define the EHRs
system model in the setting of consortium blockchain. Then
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we designe an identity-based signature scheme with multi-
ple authorities for the blockchain-based EHRs system. The
scheme has efficient signing and verification algorithms.
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APPENDIX
PROOF OF LEMMA 1

The proof of lemma 1 is based on the security of the dis-
tributed key generation technique [5] which requires that no
information on s can be learned by the adversary except for
that is implied by the group element y = ¢g* € G. The formal
definition is as follows which is a variant of the original
definition.

Definition 2: For any PPT adversary .4, there exists a PPT
simulator &, such that on input a random element y € G
generated by g, produces an output distribution which is
polynomially indistinguishable from .4’s view of a run of the
distributed key generation that ends with y as its public key
output, and even if .4 corrupts up to N — 1 authorities.

In Gy, master public key is y := ¢° produced by the
securely distributed key generation. According to the above
definition, even if a PPT adversary A can corrupt N — 1
authorities which correspond to the participants in the dis-
tributed key generation, it also cannot distinguish between
a real key and a random value in the group G. Specifically,
any PPT adversary cannot distinguish between y := ¢g°* € G
and y := ¢*° € G, where s is the real key produced by the
distributed key generation and a, which is independent of s,
is the exponent of g from a CDH instance even we cannot
recover the two exponents s and a. In other words, for any
PPT adversary A, its advantages in Gy and G to break the
MA-IBS scheme are identical, i.e., AdV/gL\O (A):Adv%1 (N).

PROOF OF LEMMA 2

The proof of this lemma is fairly straightforward. In both
games Gy and G, the master public key is y := g*°, where a
is the exponent of the element g® from the CDH instance
and s is produced by the distributed key generation. Note
that the two values a and s are independently and randomly
generated. Therefore, this thing that whether the challenger
knows s or not does not affect adversary’s view. That is to
say, in two games, challenger knows s in Gs and does not
know s in Gy, adversary’s advantages to break our MA-IBS
scheme are identical, i.e., Advi‘1 (A):Advi‘2 (N).
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PROOF OF LEMMA 3
In Go, challenger plays the role of all authorities and thus
it knows the value s. However, the challenger, in this game,
sets the master public key as y := g¢g*° rather than g° that
is in the real world. Nevertheless, as proved in Lemma 2,
this cannot affect adversary’s advantage. We prove that if
there exists a PPT adversary A can break the security of our
scheme with a non-negligible advantage €()), then we can
construct an efficient algorithm, i.e., challenger C, to solve
the CDH problem with a non-negligible probability €’()).
Firstly, challenger C is given an instance (G, Gr, p, g, e, g%,
g°) of CDH problem. The goal of C is to compute g%* € G.
Then, C plays the following game with the adversary A.

« System Setup: Given a security parameter A, C executes
the system setup algorithm on the behalf of the EHR
server as in the real world. The output of this phase is
the public parameters params. Then, C gives it to A.

o Authority Setup: C honestly runs the authority
setup algorithm on the behalf of all authorities
IDq,...,1Dy. The output of this phase is the master
secret key SK;p,,...,SKip,. A can obtain identi-
ties D1, ...,IDy. Note that, in such setting, C plays
the roles of all authorities, and hence it knows the
secret value s € Z;. Then, C sets y := g¢** which
means that the implied master secret key is as. Note
that this is different from that in the real scheme,
but according to Lemma 2, it is indistinguishable to
A. Finally, C adds parameters y and {A;o}ic[1,n in-
to params and gives params = {G,Gr,p,q,y,
e, H, Hy,{(ID;, Aio)}Y.,} to A, where H and H; will
be seem as the random oracles in the following proof.

o Queries: A makes the following queries to C:

— H random oracle: challenger C maintains a list
L :={(i,id;, b} € G)} where

o g, ifi=i"
! gt ifi # 0
and ¢* is randomly selected by C which denotes
its guessing point that .4 will attack and k; is also
randomly selected by C from Z;. If A’s query id;
in the list L, then C gives h;, to A; Else, C randomly
selects an integer k; € Z*, then gives b, = g* € G
to A and adds the item (¢, id;, h}) into the list L.

— H; random oracle: challenger C also maintains an-
other list Ly := {(i,m||u;, h';)} where hY; € Z;
is randomly chosen by C. If A’s query m;||u; in
the list Ly, then C gives h}, to A; Else, C randomly
selects an integer hy; € Zj, then gives h}; to A and
adds the item (%, m;||u;, hY;) into the list L.

— Master secret key generation oracle: A issues a
request for some corrupted authorities I D;cq,, C
{ID;,...,IDN} for their master secret key, where
Qs denotes the index set of the identities of cor-
rupted authorities. For such a request, C transmits
SKrp to A. As described above, the master

P€EQ N

secret keys were honestly generated by C alone,

therefore it can answer such queries.

— Key generation oracle: A submits an identity id;
to C for its secret key sk;q,. If id; = id;~, then C
cannot answer this query and thus has to abort the
game. Else, C returns back sk;q, = (g%)** € G,
where k; is from the list L, to A.

— User-Signing oracle: A submits a tuple (id;, m;)
to C for a signature o;. The request of A can be
divided into two cases:

1) id; # id;~: in such case, C firstly obtains a valid
secret key sk;q, from the key generation oracle.
Then, it can compute the signature for the query
(id;, m;) as the real signer did in the real world.

2) id; = id;=: in such case, C cannot obtain a
valid secret key sk;q,. from the key generation
oracle and thus it cannot directly compute the
signature as above. However, C also can an-
swer A’s request as follow: o; := (u;,v;) =
(9% /(g®)™i, (g*)¢"®) where R}, is from the
H, random oracle and e; is randomly selected
from Z;. The correctness of the signature can
be verified as follows:

e(ui,y) - e({{(idi)t'f’y) ,
= e(g/(g"), 9%) - e((g")e, g*)
= e(geivgas)
— e(gei-as’g)
= e(vi,9)

« Forgery: A outputs a forgery (m*, o* = (u*,v*)) with
identity id*. We assume that A wins the game, that is to
say, the forgery satisfies all of the following conditions:

D Qum # [17 N };
2) Verify(id*, m*,o*) = Accept,;
3) A does not make query for identity id* in the key
generation queries phase;
4) A does not make query for message m* and iden-
tity ¢d* in the signing queries phase.
In addition, we assume that the advantage of A to win
the above game is €.

After the end of the game, C checks that id* 2 id;«. If the
equation does not holds, then C aborts the game and outputs
L. Otherwise, according to the forking lemma [17], based on
the valid signature (id*, m*,u*, h < Hyi(m*||u*),v*), C
also can obtain another valid signature (¢d*, m*, u*, h{/ —
Hy(m*||u*),v*") with probability 1=¢—, where A} # hi,
by rewind the random oracle with the same input m*||u* but
different choices of H.

Finally, according to the assumption that C obtains two
valid signatures from .A, it can compute

*

g = (L) =R T (mod p)

which is the desired solution of the given instance of CDH
problem.

v*’
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According to the above proof, a successful simulation,
denoted by F, from C consists of three events:
o Fy:in key generation oracle, A does not query id;~’s
secret key.
o FEs5:adversary A’s challenge identity is id;.
o FEj: challenger C successfully rewinds the random ora-
cle H; for the forking lemma.

A successful simulation means that C can use A’s forgery to
solve the CDH problem. In other words, the advantage of C is
AdvSPH=Pr[E]=Pr|E;]-Pr[E2]-Pr[Es] since the three events
are mutually independent. Therefore, the advantage of C to
solve the CDH problem is

CDH _ o~ TT9% au—i 1  l—e”!'
Advg ¢ 214 ar am am,  ©

PROOF OF THEOREM 1

According to the three lemmas, we can see that the advan-
tages in three games Gy, G; and Gy of a PPT adversary to
break the scheme are identical, i.e., Advi0 :Advi1 :Adv%.
In addition, its advantage in G, is negligible. Therefore,
its advantage in G, Advi"()\), which corresponds to the
real world of when using our MA-IBS scheme into the
blockchain-based EHRs system, is also negligible.

Let Teyp be the time to perform exponentiation opera-
tions in group G. Assume that a (¢, ¢y, qm,, ¢, 9K, S, €)-
adversary successfully breaks this MA-IBS scheme. Accord-
ing to the proof of Lemma 3, then there exists efficient
algorithm C to solve the CDH problem with time ¢’ =
T+ qaTexp + qrxTexp + 2qsTexp + Takg, Where Tyg denotes
the time of C to simulate the distributed key generation
algorithm.

PROOF OF THEOREM 2

Challenger C is given an instance, (G, Gr,p, g, ¢, g%, g°), of
CDH problem and its target is to compute ¢g°® € G. C plays
the following game with adversary \A.

« System Setup: C randomly chooses a security parame-
ter \ and executes the system setup algorithm. Then it
outputs the public system parameters to A.

o Authority Setup: Next, C honestly executes the au-
thority setup algorithm on the behalf of all authorities
1Dy, ...,IDy with the exception of SK;p,. := a even
C does not know it, where ¢* is randomly chosen by
C which denotes its guess of A’s challenge authority.
Finally, C adds parameters y and {A;};c(1, 5], Where
Ayxg := g%, into params and gives it to A.

o Queries: A makes the following queries to C:

— H random oracle: challenger C maintains a list
L :={(i, M;, 1} € G)} where

) g, ifi=q"
hi = k. - !
g't, ifi#i

and i* is randomly selected by C which denotes
its guessing point that .4 will attack and k; is also
randomly selected by C from Z;. If A’s query M;
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in the list L, then C gives h/ to A; Else, C randomly
selects an integer k; € Z, then gives h} = gt eG
to A and adds (i, M;, h}) into the list L.

— H; random oracle: challenger C also maintains an-
other list Ly := {(¢, m;||u;, h};)}. If A’s query in
the list Ly, then C gives h}, to A; Else, C randomly
selects an integer hy; € Zj, then gives it to A and
adds the item (2, m;||u;, hY;) into the list L.

— Master secret key generation oracle:. A submits an
authorities ID; to C for its master secret key
SKip,. If ID; = ID,, then C cannot answer
this query and thus has to abort the game. Else, C
returns back the real SKp, to A.

— Key generation oracle: C knows the value of a o for
j=1,--- N and j # i* and thus can compute
pskid, J = H(OHidi)ajO. For pSk‘idm*, C does
not know a, but it can retrieval the exponent of
H(0||id;) = g"* from the H random oracles and
thus it also can compute psk;g, i+ = (g%)*:. Final-
ly, C sends sk;q, = H(0||id;)® = vazl pskid, ;,
forj=1,---,N.

— Authority-Signing oracle: A submits a message M;
to C for a signature o;. The request of A can be
divided into two cases:

1) ID; # ID;+: in such case, C firstly obtains a
valid secret key SK;p, from the master secret
key generation oracle. Then, it can compute the
signature for the query (ID;, M;) as the real
signer did in the real world.

2) ID; = ID;~: in such case, if A’s query M; #
M, ..., it can compute the signature for the query
(ID;=, M;) as 6; = (g*)*i. If M; = M,.., then
C cannot answer this query and thus has to abort
the game.

o Forgery: A outputs a forgery (M*,o*) with identity
1D*. We assume that .4 wins the game, that is to say,
the forgery satisfies all of the following conditions:

1) Verify(ID*, M*,0*) = Accept;
2) " & Qurs
3) A does not make query for message M., and
identity I D, in the signing queries phase.
In addition, we assume that the advantage of A to win
the above game is Adv%;‘__(’;gfs‘? 4(A) = e. According
to the above proof, a successful simulation, denoted by
FE, from C consists of three events:
— Fj:in master secret key generation oracle, A does
not query I D;~’s master secret key.
— FE5: in signing oracle, A does not query

(IDj~, M,..)’s signature.

— FEs5: adversary A’s challenge identity is /.D;~ and

message is M,.:.

A successful simulation, apparently, means that C can
use A’s forgery to solve the CDH problem. In other
words, the advantage of C to solve the CDH problem is
AdvGPH=Pr[E)=Pr|E|-Pr[E,]-Pr|Es] since the three events
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are mutually independent. Therefore, the advantage of C to
solve the CDH problem is

CDH _ 1 aM N—i | qas N—i 9As gu—t __
Adve 77 =€ > [ 5 - (1LY 7 +TL2T 455
qas (N—i)(QH—i)> R B
i=1 N-qu N qm &

According to the above, there exists efficient algorithm C
to solve the CDH problem with time ¢’ =~ ¢ + ¢ Hlexp +

G Texp + qsTexp + Tdkg-
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