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ABSTRACT Recently, a new color image encryption scheme based on hybrid hyper-chaotic system and
cellular automata was proposed. In order to generate different key streams according to different plaintexts,
the sum of pixel values of each component of the original color image apart from the secret keys is used to
determine the initial value of logistic map for encryption. It was claimed that the scheme can resist kinds
of attacks. However, this paper found out three security drawbacks about the original encryption scheme
and proposed an effective attack method using chosen-plaintext attack by cryptanalysis. The equivalent
permutation key stream can be obtained by adjusting individual pixel values of the chosen plaintexts while
keeping the sum of pixel values of each color channel unchanged, and all 256 possibilities of equivalent
diffusion key streams can be obtained by using 512 specific chosen plaintexts. In addition, the main stages
of the proposed attack method, including breaking diffusion and breaking permutation, are exchangeable.

The effectiveness of our method is supported by both theoretical analyses and experimental results.

INDEX TERMS Chaotic image encryption, cryptanalysis, cellular automata, chosen-plaintext attack.

I. INTRODUCTION

Nowadays, a large number of users exploit Internet for com-
municating, shopping and finding information, and massive
data are generated each day, in which the digital images
have a large proportion. The huge amount of image data
need to be protected against malicious manipulation. Encryp-
tion technology can turn a meaningful image into a noise-
like image for protecting the confidentiality of the image in
storing and transmission on the open and shared networks.
It is well known that chaotic map is a powerful tool for
image encryption since there are many similar intrinsic fea-
tures between chaos and cryptography, such as ergodicity,
sensitivity to initial condition and control parameters, etc.
Compared with the traditional encryption schemes, the
chaotic image encryption algorithms have the advantages
of high security, high efficiency, reasonable calculation
cost [1]-[3]. Therefore, the application of chaos in the field

of image encryption has been a hotspot [4]-[12]. In recent
researches, most chaotic encryption algorithms [13]-[25]
are designed based on Fridrich’s structure of permutation-
substitution [9].

On the other hand, cryptanalysis which aims to pro-
mote the perfection of image cryptosystems verified that
some encryption schemes were not secure enough to resist
attacks [26]-[37]. For example, the Fridrich’s scheme has
been attacked by chosen-plaintext attack (CPA) in [26].
A cryptographic analysis has been done in [27] to crack
an encryption algorithm based on auto-blocking and elec-
trocardiography, which uses Logistic map and 2-D Arnold
map to generate pseudo random number sequences. Diab
and El-Semary [28], an efficient cryptographic algorithm by
reusing the permutation matrix dynamically based on Baker
map has been broken . The security of a novel color image
encryption algorithm based on rectangular transformed 2-D

2169-3536 © 2018 IEEE. Translations and content mining are permitted for academic research only.

47102 Personal use is also permitted, but republication/redistribution requires IEEE permission.

ttp://www.ieee.org/publicatigns_standard

See hi ubli
2169-3536 (c) 2018 IEEE. Translations and content n’laimng are permlééd%or CTadentic researci/gngc

VOLUME 6, 2018

cations/rights/index.html for more inforrTatiqn. o i .
Personal Tse 1s also permitted, but republication/redistribution requires IEEE permission. See

http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0001-8183-8435

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2018.2867111, IEEE Access

M. Li et al.: Cryptanalyzing a Color Image Encryption Scheme

IEEE Access

Arnold map has been analyzed and attacked in [29].
Ahmad et al. [30] have broken an image encryption algorithm
based on the piecewise linear chaotic map (PWLCM) and
inertial delayed neural network. An image encryption algo-
rithm was cryptanalyzed and improved by Wang et al. [31]
which utilizes DNA addition to scramble pixel values of
image and then masks the scrambled image with two logis-
tics maps. In [32], a color image encryption scheme based
on skew tent map and hyper chaotic system of 6th-order
cellular neural network (CNN) was cryptanalyzed. In these
schemes, the used Logistic map, 2D Arnold map, skew tent
map, Baker map or even PWLCM, are all 1D or 2D chaotic
systems. Some researchers pointed out that the security of
the image encryption schemes using low-dimensional chaotic
systems is not enough, and the image cryptosystems based on
hyper-chaotic systems have strong robustness to resist more
attacks because they have larger key space and higher key
sensitivity [13]-[16], [19]-[22].

In the current research of image encryption, scholars often
combine the hyper-dimension chaos with other techniques
to obtain a more ideal encryption effect. Wu et al. [13]
by combining a hyper-chaotic system with the 2D discrete
wavelet transform (DWT) technique, proposed a lossless
encryption scheme for color images. Two color image encryp-
tion algorithms based on DNA sequence operation and differ-
ent hyper-chaotic systems were introduced in [14] and [19].
In [20], Dong designed a color image encryption scheme
based on the 3-D Rabinovich chaotic system, and the one-
time keys are generated by both the initial keys and the hash
value of the plain image. In [21], a color image encryption
algorithm based on a complex chaotic system which com-
bines two high-dimensional chaotic systems was proposed.
However, the hyper-chaos-based cryptosystems are still not
secure enough. Ozkaynak [35], a new analysis roadmap pro-
posed shows a checklist including 12 steps for testing security
of an encryption method. Fatih said that many hyperchaos-
based proposals involve various weaknesses because the steps
of the checklist have not been followed. This checklist can
test most plaintext-irrelated encryption schemes including
those mentioned above. However, it does not work with the
plaintext-related encryption algorithms.

In the latest Niyat et al. [22] firstly combine Cellular
Automata (CA) with hyper-dimensional chaotic systems in
the color encryption. CA, which has a simple structure,
random performance and complex behavior, is easy for hard-
ware/software implementation [22], [38]-[40]. The cryp-
tosystem [22] uses the structure of permutation-diffusion.
In the permutation stage, a three-dimensional Arnold map
was employed to break the spatial correlation of the
color image by rearranging the rows and columns of each

color component. In the diffusion phase, a one-dimensional
Logistic map and a one-dimensional non-uniform CA was
used to create an image key, then hyper-chaotic Chen system
was used to select image key values to encrypt each com-
ponents of color image. It was claimed that the approach is
robust against different kinds of attacks, because the initial
value of Logistic map is plaintext-related, that is, it is deter-
mined by the sum of pixel values of each component of the
original color image. However, in this paper, we found that
there are three defects in the original scheme by theoretical
analysis and experimental verification. Also, we proposed
an attack scheme based on CPA. The effectiveness of the
attack is supported by theoretical analysis and simulation
experiments.

The rest of the paper is organized as follows. Section II
introduces the original color image encryption scheme. Three
security vulnerabilities of the original scheme are analyzed in
Section III. Section IV gives a commutable attack scheme and
the corresponding experimental results. Conclusion is drawn
in the last section.

Il. REVIEW OF THE COLOR IMAGE CRYPTOSYSTEM
A. THE THREE CHAOTIC MAPS
In [22], three chaotic systems, which comprised of one-
dimensional Logistic chaotic map, 3-D cat map and
Chen-hyper chaotic system, are used to generate the key
streams.

The Logistic map is used to initialize cellular automata.
It is described as

Xn+1 = aXy(1 — Xp). (D

Parameter « and initial value of Xy are considered as secret
keys. For o € (3.57,4) and Xo € (0, 1), the Logistic map is
chaotic. The initial value X used in the scheme is changed
with the different plaintext, that is, X is not a fixed value,
while the parameter « is a fixed value.

The 3-D Arnold cat system is used to generate six pseudo-
random sequences for permuting the rows and columns of
each color component in permutation phase of the original
scheme. This map is governed by

Xn+1 Xn
Ynt1 | =A | yp | mod 1, (2
n+1 Zn

where A, as shown at the bottom of this page, ay, ay, a;, by,
by and b, are six control parameters of 3-D cat map. When
ay =by =1,ay = by =2,a;, = b, = 3, the map of (2) has
chaotic behavior. In the encryption scheme, the six control
parameters and the initial values are all fixed.

1+ ayazby a;
A = | b, +acby +aca;byb, ab, + 1
aybyby + by by
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a; + axa; + axayaby

ayb; + axaya;byb, + axa;b, + arayby + ay

axaybyby + ayby + ayby + 1
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FIGURE 1. The sketch of the original scheme.

Chen-system used to select image key values to encrypt
each component of color image is described as

x=aly —x)
y=(c—ax—xz+cy (3)
z=uxy — bz,

where a, b and ¢ are parameters of the Chen-system. When
setting a = 35, b = 3 and ¢ € [20, 28.4], the system is
chaotic. The initial and parameter values of the Chen system
are fixed values.

B. CELLULAR AUTOMATA

CA is a discrete time model composed of a grid of cells with
a finite number of states, such as on and off states. In a one-
dimensional CA, each cell has two adjacent cells, each of
which has two possible values, that is, 0 and 1. Thus, there are
2x2x2 = 23 possible binary states for the three neighboring
cells. Also, for an 8 bit binary CA, there are 28 — 256 total
cellular automata. Let S; denotes the current state of the i cell
at time ¢, and f is a Boolean state function that specifies the
local rule. At time ¢ + 1, the next state value of S; is produced
by the rule f*:

ST = F(SL . SESH ). )

If all CA cells obey the same rule, the CA is said to be
uniform; otherwise, it is non-uniform. The CA in the original
design has 8 cells which are generated by the logistic chaotic
map. The image key is produced according to the eight rules
shown in TABLE 1.

C. THE ENCRYPTION SCHEME

The sketch of the original scheme [22] is shown in Fig. 1. The
color image encryption scheme can be described as follows.
Stepl: The input is a color image P(M,N,3) where M
and N denote the rows and columns of the image,
respectively.

The color image is divided into three components,
red, green and blue, denoted by Pr, Pg and Pp
respectively.

Step2:

Step3: By using the 3-D cat map, three chaos sequences
{xr}, {vg}, {zb} of length M and three chaos sequences
{rr}, {sg}, {tb} of length N are generated. Initial
47104

TABLE 1. The eight rules of CA in the scheme.

Rule number Boolean function

[ S =) Y B S N )

30 S = S,'_,xorliS;orS,.'H]

90 S = 8! xorS!,,

150 Si* = 8! xorS;xorS},,

153 S =S/ xnorS.,,

165 S =8/ xnorS.,,

86 S = I:Sf,,norSf]xor ‘:not(Sf):'

105 S = not I:S,’_IxorS,’xorS,’v,:l

101 st = I:S",,norSi’H]orliSfxor(Si'ﬂ)andS,{l]

TABLE 2. The initial values of chaotic 3D cat map.

xr, g, zb,
0.98146532417548 0.37845691433245 0.334213224587656

T, zg, th,
0.85245635768455 0.36925874135788 0.98765432115966

values of chaotic 3-D cat map are shown in TABLE 2.
The six sequences are sorted by

[f1, hr] = sort(xr)

[f2, hgl = sort(yg) (5)
[f3, hb] = sort(zb),

[f4,Ir] = sort(rr)

[f5, lg] = sort(sg) 6)

[f6, Ib] = sort(th),

Then, use the sorted sequences {hr}, {hg}, {hb} and
{Ir}, {lg}, {Ib} to permute all of the pixels of P accord-
ing to (7) for the rows and (8) for the columns of each
color component

PRG, j) = PR(r (D), j)

PR, ) = Pa(hg(i). ))
PR(.j) = Py(hb(i). ).

N
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PRC(i, j) = PR(i, Ir(j))
PRC(i, j) = PR(i, Ig(j)) ®)
PRC(i, j) = PR(i, Ib(j)),

wherei=1,2,...,Mandj=1,2,...,N

Step4: Logistic map with the initial value X and the parame-
ter value o = 4 are iterated 200 times to initialize the
CA, and then a key stream image_key of size M x N
is created according to the eight rules in TABLE 1.
The initial value of X is calculated by

Xo =ko + k1 + ko + k3, )
where ko, k1, k2, k3 can be calculated by using
ko € {mod([O0, 1, ..., 128], 256}

ki = i mod (Zﬂil ZL PR j). 256)
k= ﬂ mod (Z 12 PG (i, ), 256)
ks = ﬁ mod (Z Z Ps(i, )), 256) ,

(10)

where Pr G (i, j) are the values of the pixels of each
color component of image in the position (i, j), M is
the width of the image and N is the height. If Xy > 1,
Xo = mod (Xp, 1).

StepS: After iterating (3) for n times, the iteration is contin-
ued for M x N times to get three sequences of {x},
{y}, {z}. By permuting the image_key based on {x},
{y}, {z}, one can get image_key, , 3 for encrypting
the red, green and blue components of Pﬁ’CG,B image,
and Cg, Cg, Cp are obtained by

Cr = PEC @ image_key,
C; = PRC @ image_key, (11)
Cp = ch @ image_Kkeys,

Step6: Cgr, Cg and Cp are combined and then the encrypted
image C is obtained.

IIl. SECURITY VULNERABILITIES OF THE

ORIGINAL SCHEME

The cryptosystem [22] uses the structure of permutation-
diffusion. It was claimed that the approach is robust against
different kinds of attacks. However, three security vulnera-
bilities of the scheme are found and verified by analysis. The
drawbacks are shown as follows.

A. SECURITY VULNERABILITY 1

Generally, the encryption scheme needs to follow the
confusion-diffusion principle of Shannon, in which the diffu-
sion refers to the fact that changing one bit of the plaintext can
cause a widespread change in the ciphertext image by at least
50%. A relationship between the secret key and the image

VOLUME 6, 2018
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FIGURE 2. Diffusion in success and failure situations: (a) plain-image
‘Lena’; (b) one changed pixel of plain-image ‘L1’; (c) two changed pixels
of plain-image ‘L2’; (d) cipher-image corresponding to ‘Lena’;

(e) cipher-image corresponding to’L1’; (f) cipher-image corresponding
to ‘L2’; (g) XOR between (d) and (e); (h) XOR between (d) and (f).

plaintext was established in Step 4 of the original scheme to
achieve diffusion effect.

However, it was found by analyzing (10) that when the
changes of k; 23 can offset each other, the diffusion effect
of the scheme would be eliminated. For example, if any
two pixels of a plaintext image P, denoted by P(i1, j;) and
P(iz, j2), are changed to get P’ by P(i1, j1) plus 3 and P(iz, j»)
minus d. It is apparent that the initial value Xy of Logis-
tic map has no change when P was transformed into P’.
Therefore, the image_key created in Step 4 of the origi-
nal scheme gets no change as well. Finally, image_key ; 3
selected from the image_key by Chen-system with the fixed
parameter and initial values also gets no alternate. Conse-
quently, there are only two different pixel values for the two
cipher images C and C’ obtained by encrypting P and P’/
respectively.

The diffusion in a failure situation can be verified experi-
mentally. Firstly, copy the plaintext 256 x 256 ‘Lena’ into
duplicate images L and L;. Then any one pixel of L is
changed by

Li(i1,j1) = mod(Ly (i1, j1)
and any two pixels of L, are changed by

La(i1,j1) = mod(La(iy, j1) + 0, 256)

La(i2, j2) = mod(La(i2, j2) — 0, 256).

Next, cipher images C, C; and C, are obtained by encrypt-
ing ‘Lena’, L and L; respectively. Finally, the result of
C XOR C; is Yq, and similarly, C XOR C; is Y». Exper-
imental process is shown in Fig 2. As we can see, Y7 has

— 0,256), (12)

(13)

47105

2169-3536 (c) 2018 IEEE. Translations and content mining are permitted for academic research only. Personal use is also permitted, but republication/redistribution requires IEEE permission. See

http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2018.2867111, IEEE Access

IEEE Access

M. Li et al.: Cryptanalyzing a Color Image Encryption Scheme

TABLE 3. Diffusion in success and failure situations.

Plain-image  Change Plain-image Xo Diffusion

Lena L,(1,3)=L,(1,3)+1; Change Success

Lena {Lz LD =L,(1,1)+1; Un-change  Fail
L,(1,2)=L,(1,2)-1;

Fruits 1:1_(2, D=F(2,1)+3; Un-change Fail

E(2.2)=F@2.2)-1
F(2.3)=F(2.3)2;

some noise pixels, so there are obviously more than 50%
different pixels between C and C;. While Y> has only two
nonzero values, there are only two different pixels between
C and C,.

In order to avoid accidental events, we have done a lot
of experiments to verify that the scheme has this security
vulnerability. Here is the main data shown in TABLE 3.
A conclusion can be obtained from TABLE 3 that when the
change of plain-image affects the value of Xy, the image_key
generated in the diffusion phase get change as well, there-
fore the cryptosystem has diffusion effect; otherwise when
the change of plain-image does not affect the value of Xp,
the image_key gets no change, and the diffusion of the
scheme fails.

B. SECURITY VULNERABILITY 2

In the permutation phase of the scheme, the three-
dimensional Arnold mapping was used to create six pseudo-
random sequences which were employed to rearrange the
rows and columns of each color component. In the dif-
fusion phase, the one-dimensional Logistic map and a
one-dimensional non-uniform CA were used to create an
image_key, then hyper-chaotic Chen system was used to
obtain image_key, , 3 from image_key by permutation for
encrypting each component of color image.

However, the initial value and parameter of the hyper-
chaotic map is fixed, that is, the generated chaotic key-
streams will keep unchanged with the different plain
images.

Consequently, there is a one-to-one map of pixel
locations between plain image and cipher image, and
there is a bijective relationship between image_key, ; 3
and image_key. Suppose a known gray image P are
denoted by

p11 P12 P13 Pin |
P21 P22 P23 T P2n
P= P31 P32 P33 P3n (]4)
Pmi Pm2  Pm3 o Pmn

47106

We change the two values in the first row of P to
obtain Py, as

pu+1l po—-1 p3 - pm
P21 P22 P23 0 Do

P, = P31 P32 P33 0 P3n| (15)
Pml Pm2 Pm3 te Pmn

and ensure Xo unchanged, then encrypt P and Py, to obtain
C and Cy, respectively and execute C XOR Cy, to obtain
Y. Obviously, there are two non-zero values in Yy, based
on Security vulnerability 1. We can get the rank value of
two non-zero values. Thus, the corresponding row’s loca-
tion in cipher image of P (1;:) can be obtained. For other
rows or columns, the situation is the same. This leads to the
vulnerability of CPA.

C. SECURITY VULNERABILITY 3
The Logistic map coupled with a one-dimensional non-
uniform CA was used to create an image_key for encrypting a
plain image as shown in the step 4 of the diffusion phase. The
initial value X of Logistic map depends on each component
of the color image according to (9) and (10). That is, the value
X isn’t fixed, and the image_key will change with Xg.
However, the number of possible values of Xy with the
different plain images is finite according to (9) and (10).
Firstly, the value of kg is fixed and selected from

0 1 128
2567 256" 7256 )

Furthermore, the values of k1, k> and k3 all belong to

0 1 255
2567 256" 7256 )

since all image pixel values are integers. Thus

1 255 %3 + 128
k+ki+hkh+kl={— —,...,—¢.
{ko + k1 + ko + k3} {256 756 756 }

And the Logistic map has chaotic behavior when Xy € (0, 1).
Finally, the number of possible values of X is 256 in total,

that is
0 1 2 255
Xoed—, —, —,...,—¢.
{256 256 256 256}

Consequently, the number of possibilities of image_key is
256 totally from what has been discussed above. As stated
before, there is a bijective relation between image_key ; 3
and image_key; therefore, the number of image_key , 5 is
also 256 totally. We chose a plain image Olf with all O pixels
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Encrypt >

Scan — image_keyz, 3

OR

I

FIGURE 3. The flowchart of obtaining image_key, 5.

except Or,(1,1) = r, r € [0, 255], which is denoted by

Fo0 - 0
ORr= .
0 0 - 0
L d mxn
0 O 0
0 0 - 0
of=log=|. . . (16)
L dmxn
0 O 0
0 O 0
OBr: . . . .
L Jdmxn,

and encrypt Olf to get cipher image CE. Then, C}S is divided
into red, green and blue components, i.e., Cr,, Cg, and
Cg:, in which Cg, is equivalent to image_key, except the
only non-zero r, and Cg, and Cp, are exactly equivalent
to image_key, and image_key; respectively, because of the
property of XOR operation (0 @ A = A) and the fact that
permutation does not affect the image component with all-Os.
The flowchart of this process is shown in Fig. 3.

IV. CRYPTANALYSIS

The attacker knows everything about the scheme except the
secret keys based on Kerckhoff’s principle. The security vul-
nerabilities proposed above show that the approach can be
broken by CPA, which means that the attacker gains access to
the encryption scheme and performs cryptanalysis by select-
ing adequate plaintexts [34].

We propose a flexible attack scheme which includes break-
ing the diffusion stage and breaking the permutation stage
based on the three security drawbacks. The two main parts of
the proposed attack are exchangeable, that is, one can break
the diffusion firstly and then the permutation or break the
permutation firstly and then the diffusion based on different
situations. The attack scheme and simulation experiments are
described in detail as follows.

A. BREAKING DIFFUSION STAGE
If a given cipher image C needs to be recovered without
the secret keys, the attacker needs to know the equivalent

VOLUME 6, 2018

permutation key streams and image_key, ; 3 to recover the
plain image P. Thus, our purpose is to reveal all the equivalent
key streams. If we get image_key , 3, we can see that

CRr @ image_key, = Pﬁc
Cc @ image_key, = PEC
Cp @ image_key; = PEC
according to (11) and the reversible property of XOR
(A ® B® B = A). Thus, the diffusion of encryption algo-
rithm can be cracked. However, the number of possibilities
of image_key , 3 is all 256 based on the security vulnera-
bility 3. The attacker does not know which image_key 5 is
used in the scheme. Therefore, the attacker needs to obtain
all 256 possible cracked images first, and then perform a
further correlation analysis on the images to select the correct
cracked image. The correct cracked image can be easily
identified because it must be the only meaningful image in the
256 possibilities due to the strong randomicity, ergodicity and
sensitivity of the used chaotic maps in the encryption scheme.
If all image_key, , ; denoted by

{image_key }255

{image_ key2}255

{image_key’ }255

could be obtained by lunching CPA, the three components
of cipher image are then XORed with {image_| key{}fsso,
{image_| key2}25 p and {image_| key3}25 v in turn, with the
only correctly recovered three components in the final
256 x 3 results.

From what have been discussed, the core idea of breaking
diffusion phase is to find out all 256 image_key , ;. Differ-
entimage_key , 3 results from the changing Xo based on the
Security vulnerability 3. According to (10), the reason for the
change of X is the sum of plain pixels. Therefore, 256 special
plain images denoted by {05}35:50 (shown as Eq. (16)) with
all Os except the first pixels r in the red component ranging
from 0 to 255 are chosen to break the diffusion stage. Suppose
the corresponding cipher images are {CR}255 According
to Section III C, the extracted green component {CGr}255
and the blue component {CB,}255 are exactly equiva-
lent to {image_| key2}255 and {image_| key3}2i50 respectively.
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Similarly, when {00}250 with all Os but the first pixel

r in the green component are chosen for encryption to

obtain {CrG}fszSO, the extracted red component {CR,}25 o and

the blue component {CBr}250 are exactly equivalent to

{image_| key1}25 p and {image_| key3}25 o respectively. Thus,

all image_Kkey , 3 can be obtained.

The steps of obtaining image_key, , ;3 are described as
follows.

Stepl: Encrypt all the 256 images {05}35:50 to obtain
256 cipher images {CR}255 respectively, and decom-
pose {CR}25 p to get green and blue channel images
{Cor )72, and {Ca, 172,

Step2: Encrypt {OrG}25 to obtain {CG}255 , and extract the

red component {CRr}255 from {CG}255

The {CR,}35:50, {CG,}ZSO and {CB,}ZSO are equiv-

alent to {image_| keyl}fsso, {image_| key2}25 and

{image_ key3}25 p Tespectively. Save 256 x 3

image_key , ; as three key tables (KTs). For exam-

ple, every cipher image of {CRr}ZS0 is scanned
column-wisely from top to bottom, left to right, and

saved to the key table 1 (KT) with size (256, M x N)

as shown in Table IV.

Step3:

TABLE 4. KT, of image_key,.

r Image_key,;

0 CRo(l,l) CR()(Z,I) CRO(3,1) CRo(m,n)
Cu(L1) Cri(2,1) Cr(3,1) Cri(m,n)

255 Crass(1,1) Crass(2,1) Crass(3,1) Chrass(m,n)

In this phrase, all values in KTs can be obtained using the
special 256 x 2 plain-cipher image pairs. Thus, the computa-
tional complexity of this phase is O(256 x 2 x 3 x M x N).

B. BREAKING PERMUTATION STAGE
Three sequences of length M and three sequences of length
N are separately generated based on 3-D cat map in the
permutation stage of the encryption scheme, then one can per-
form rows and columns scramble for the red, green and blue
components of the color image respectively. As described
in security vulnerabilities 1, when the sum of image pixel
values remains unchanged, the diffusion effect will be elimi-
nated. Moreover, the initial values and parameters for 3-D cat
map are fixed based on security vulnerabilities 2. Therefore,
the permutation key streams (hr, hg, hb and Ir, Ig, Ib) can be
obtained by launching CPA according to the two drawbacks.
Supposing the components Pr, Pg, Pg of a known image
P, we change the two values in each row in order to obtain
Py, Pg, Py according to

Pp(r, 1) = mod(Pr(r, 1) — 1, 256),
Pr(r,2) = mod(Pr(r, 2) + 1, 256).
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P5(r, 1) = mod(Pg(r, 1) — 1, 256),
PG (r, 2) = mod(Pg(r, 2) + 1, 256).
Py(r, 1) = mod(Pg(r, 1) — 1, 256),
Py (r,2) = mod(Pg(r, 2) + 1, 256).

then merge the changed components to get P'(r =
1,2,...,M).

There is no difference between the values of X for images
P and P". Two pixels at least determine the position of a
row or a column for one matrix, this is the reason why we
change the first two values of each line in each channel image.
After that, we encrypt Pand P” to get C and C”, here the result
of C XOR C" is Y, and Y" is divided into Yy, Y, Y.
Obviously, there are two non-zero elements in Y, Y and
Y}, respectively based on Security vulnerability 1. The rank
values of two non-zero elements in each channel is the first
rule of row permutation map, which are denoted by hr (1),
hg (1), hb (1). In this way, all the row disorganized sequences
hr, hg, hb can be obtained. Similarly, the column scramble
sequences Ir, Ig, Ib also can be obtained.

The detailed approach of breaking permutation stage can
be described as follows.
e Cracking the row scrambling sequences hr, hg, hb:

a7

Stepl: Encrypt a known image P and the changed P" to
obtain the cipher images C and C” respectively.
Step2: Execute bit-XOR operation between C and C" to get
Y.
Decompose Y' for getting the three components Y},
Y, Y. There would be two non-zero elements in
each component. The locations of two non-zero ele-
ments for Yg, Yg; and Yg are denoted by (xr1, yr1)
and (xr1, yr2), (xG1, y61) and (xG1, yG2), (XB1, YB1)
and (x1, yB2), where x denotes the row number and
y denotes the column number. The values of xr1, xG1,
and xp are used to set the values of row permutation
sequences hr(r), hg(r) and hb(r) respectively.
Step4: Alter r and repeat Stepl-3 until all the elements of
row permutation sequences are revealed.

Step3:

e Cracking the column scrambling sequences Ir, Ig, Ib:

Stepl: Encrypt a known image P and the changed P° to
obtain cipher image C and C° respectively. P¢ is

calculated by
Pi(1, ¢) = mod(Pr(1, ¢) — 1, 256),
PR(2, ¢) = mod(Pr(2, ¢) + 1, 256).
PG (1, ¢) = mod(Pg(1, ¢) — 1, 256),
P;(2, ¢) = mod(PG(2, ¢) + 1, 256).
P5(1, ¢) = mod(Pg(l, ¢) — 1, 256), (18)
P5(2, ¢) = mod(Pg(2, ¢) + 1, 256).

Step2: Execute bit-XOR operation between C and C¢ to
get YC.

Decompose Y¢ for getting the three components Yg,
YG. Yg. There would be two nonzero values in each
component. The locations of two nonzero values for
Yg. Y, Yj are denoted by (xr1, yr1) and (xr2, yr1).
(xG1, yG1) and (xG2, ¥G1), (xB1, yB2) and (xg2, yB1),

Step3:
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where x denotes the row number and y denotes the
column number. The values of yri, yg1 and yp;
are used to set the values of column permutation
sequences Ir(c), Ig(c) and Ib(c) respectively.

Step4: Alter ¢ and repeat Stepl-3 until all the elements of
column permutation sequences are revealed.

The permutation of original scheme is based on row and
column scrambling. Therefore, the computational complex-
ity of this phrase for a color image sized M x N x 3 is
0B x (M+N)).

C. THE COMMUTATIVE ATTACK SCHEMES
From the above we can see, the core idea of the breaking
diffusion phase is to build all the values of image_key ; 3
into KTs While the key point for breaking permutation stage
is to find out six scrambling sequences hr, hg, hb, Ir, g,
and Ib. Since the two phases of the attack are independent
with each other, the order of them can be exchanged. That is,
the proposed attack procedure is of high flexibility. The two
attack schemes in different order are as follows.
e Scheme I: breaking diffusion and then permutation.
Stepl: Decompose a given color cipher image C into three
components Cr, Cg, Cp, and scan the three two-
dimensional images from top to bottom, left to right
respectively.
Step2: Obtain the KTs including image_key, , 3 by break-
ing diffusion stage shown in Sec. III. A.
Get the permutation key streams hr, hg, hb and Ir, Ig,
Ib by using the CPA proposed in Sec. III. B.
Step4: 256 image_key, , 5 in KTs are sequentially XORed
with Cg, Cg and Cp to get 256 {C/Rr}gis(), {C’Gr}255
and {C’Br}fiso respectively.
All possible red decryption images {Pgr,
obtained based on reverse permutation on {C'gr,
using key streams hr and Ir. The green and blue com—
ponents are processed similarly to obtain {PGr}255
and {PB,}25 p Tespectively.
Step6: Find out the most relevant image Pr, which is the
correct red decryption map from {PRr}255 by uti-
lizing vector correlation analysis, and then return r
value. In correlation analysis, the correlation coeffi-
cient of two vectors V1, V; of a matrix calculated by
(V1L V)
IVill > V2’
where (V1, V2) denotes the dot product between V;
and V5. ||Vy] and ||V3| indicate the length of a
vector. The correct decipher image Pg, are selected
from {PR,}%SZSO by operations (i)-(ii) as follows:
(i) Select two columns V7 and V; randomly from
the image Pr, and calculate their correlation coeffi-
cient p,.. Save p,to p, = [p,]255
(i1) Find the maximum value p, and return k. Then
the deciphered image is Pr,.
The green and blue components are processed in
the same way to obtain Pg, and Pg, respectively.

Step3:

}255 can be

255
52

Step5:

19)
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FIGURE 4. Experiment of the Scheme I: (a) plain image; (b) cipher image
of (a); (c)(d)(e) de-diffusion components of (b); (f)(g)(h) de-permutation
images corresponding to (c)(d)(e); (i) the final recovered image.

Step7: Merge the three channel images PR, Pg, and P, for
obtaining the decrypted color image P.

The simulation on real natural image is performed to
test the effectiveness of the proposed method. In Fig. 4,
the encrypted image Fig. 4 (b) is obtained by encrypting
Fig. 4(a). Fig.4(c), (d) and (e) are the three components from
Fig. 4 (b) by de-diffusion stage firstly of Scheme I. When the
three images are further decrypted, the decrypted three chan-
nel images are shown as Fig. 4(f), (g) and (h). The recovery
result is shown in Fig. 4(i). Therefore, the original encryption
scheme has been broken by the proposed Scheme I.

e Scheme II: breaking permutation and then diffusion:

Stepl: Decompose a given color cipher image C into three
components Cr, Cg, Cg.

Step2: Get the permutation key streams hr, hg, hb and Ir, Ig,

Ib by using the CPA proposed in Sec. III. B.

Obtain KTs including image_key, , 3 by breaking

diffusion stage shown in Sec. IV. A.

Step4: Cgr, Cg, Cp are de-scrambled based on the permu-

tation rules to obtain Cy, Cg, Cy respectively. 256

image_key, , ; in KTs are changed sequentially as

CRr, Cg and Cp de-scrambled operation to get the

changed KT’s.

256 image_key’; , ; in KT's are sequentially XORed

with Cg, C; and Cy to get all 256 possible red

decryption images {PR,}35=50, {Pc,r}2550 and {PBr}255

respectively.

Step6: Find out the most relevant image Pgr,, Pg, and Pg;
which are the correct red, green and blue decryption

Step3:

Step5:
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map from {PR,}%S;O, {PGr}fiSO and {PBr}fS:’S0 respec-

tively by utilizing vector correlation analysis. The

process is the same as that of Step 6 in Scheme I.
Step7: Merge the three channel images Pgr,, Pg, and Py, for

getting the decrypted color image P.

FIGURE 5. Experiment of the Scheme II: (a) plain image; (b) cipher image
of (a); (c)(d)(e) de-permutation components of (b);(f)(g)(h) de-diffusion
images corresponding to (c)(d)(e);(i) the final recovered image.

To verify the above attack Scheme II, some experi-
ments were further performed. A plain image ‘fruits’ sized
256 x 256 as shown in Fig. 5 (a) is encrypted by the original
encryption scheme, and the corresponding cipher image is
shown in Fig. 5 (b). The de-permutation results of the three
components of Fig. 5 (b) are shown in Fig. 5 (c), (d) and (e)
respectively, and the further de-diffused three components are
shown in Fig. 5 (f), (g) and (h) respectively. The decrypted
color image is depicted in Fig.5 (i), which is the same as
Fig. 5(a), showing that the original encryption scheme is
entirely broken by Scheme II.

D. ANALYSIS OF THE PROPOSED SCHEMES

As shown in Fig. 4 and 5, both of the two schemes
proposed above could recover the encrypted images with
100% recovery rate. However, the computational complex-
ities of these two schemes are different, because Scheme II
needs to additionally change the rows and columns posi-
tion of all image_key;,s; of KTs to get the updated
KT’s. Thus, the computational complexity of scheme 1T is
OB x M+ N)) more than that of Scheme I. It is noted
that the KTs for breaking diffusion can be stored in advance
in order to reduce the computational complexity of both
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schemes in the attack process. In [37], there are three breaking
schemes by ciphertext-only Attack (COA), known-plaintext
attack (KPA) and CPA on an image scrambling encryption
algorithm (ISEA) respectively. The permutation of the orig-
inal scheme can be seen as IESA after de-diffusion firstly
(in scheme I), and it is easily attacked. Therefore, Scheme I is
better than Scheme II in terms of computational complexity
and flexibility.

V. CONCLUSION

In this paper, we analyzed an encryption algorithm based
on hybrid hyper-chaos and cellular automata. Three security
flaws about the original cryptosystem are found. The leading
weakness among them is that the diffusion effect can be
offset by maintaining the sum of pixel values unchanged.
Moreover, two commutative attack schemes are proposed.
All the equivalent key streams used for encryption can be
revealed. Based on the cryptanalysis of this paper, we also
proposed three guidelines for improving the security of the
image encryption scheme:

1) The relevance between secret key and plaintext should
be complex instead of determining the key simply based on
the sum of pixel values.

2) Itis suggested to add an effective diffusion function after
performing XOR.

3) Multiple rounds of permutation-diffusion should be
adopted.
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