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EDITORIAL

Special issue on recent advances in network and
information security—security and communication

networks journal

Rapid advances in network and information security
technologies are gradually making the dream of ubiqui-
tous high-speed network access a reality. At the same
time, however, such ubiquitous network access allows
vandals and criminals to exploit vulnerabilities in
networked systems on a widespread basis. This situation
makes network and information security critical and
challenging. In recent years, new topics and ideas in net-
work and information security are flourishing, such as
cloud computing, green radio, Internet of things, and het-
erogeneous networking. This special issue focuses on
bringing in recent and novel research works on informa-
tion and coding theory, network and information secu-
rity, and designing best defenses and countermeasures
to achieve more secure networks, protocols, systems,
and applications.

The topics of this special issue interest include trust
computing, secure communication techniques, malicious
code analysis, and privacy-preserving systems.

After a very careful review of the many highly qualified
submissions, the editorial committee accepted a total of
eight papers in this special issue. Among these, one paper
is related to trust computing, one relating to privacy-
preserving system architecture, two relating to secure com-
munication, one relating to encryption algorithms, and
three relating to malicious code analysis.

The first paper is contributed by Li Tao and Hu Aiqun.
They constructed an efficient trust chain model in system
booting and running time to ensure security for mobile
terminals.

Lei Jiang et al. in the second paper designed an efficient
sparse matrix format and developed a regular expression
matching architecture to accelerate regular expression
matching on field-programmable gate arrays.

Xian Liu in the third paper derived the closed-form ex-
pressions of the probability of strictly positive secrecy ca-
pacity for two wireless communication systems.

The fourth paper is contributed by Jian Li et al. They
proposed a quantum secure direct communication protocol
by the use of a four-qubit cluster state to enhance the effi-
ciency of eavesdropping detection.

Shengbao Wang er al. in the fifth paper presented an
identity-based encryption scheme in multiple private key
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generator environments, which met chosen ciphertext se-
curity in a random oracle model.

Lejun Fan et al. in the sixth paper modeled the collabo-
rative behaviors between different malicious functionality
modules with Privacy Petri Net to analyze the behaviors
of privacy theft malware.

The seventh paper is contributed by Buyun Qu et al
They empirically investigated the impact of network traffic
morphing techniques on the actual traffic classification
performance.

The last paper is contributed by Cui Xiang et al. They
analyzed the essential property of a persistent bot behavior
and proposed a new mitigation strategy to protect users.

On behalf of the editorial committee, we express our sin-
cere thanks to all authors and reviewers for their grate con-
tribution in this special issue. We are also very grateful to
Professor Chen Hsiao Hwa, the editor-in-chief, and to the
editorial staff for their excellent help and assistance. With-
out all of the contributions of these dedicated people, it
would have been impossible to produce this special issue.
We hope this special issue will inspire interested scholars
to get involved in this promising and active research area.
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